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Legal Notice

Copyright © 2023 Deep Instinct Ltd. All rights reserved.

Deep Instinct and the Deep Instinct Logo are trademarks or registered trademarks of Deep
Instinct Ltd. or its affiliates in other countries. Other names may be trademarks of their
respective owners.

The product described in this document is distributed under licenses restricting its use, copy-
ing, distribution, and decompilation/reverse engineering. No part of this document may be
reproduced in any form by any means without prior written authorization of Deep Instinct Ltd.
and its licensors, if any.

This document contains proprietary information and as such is protected by Deep Instinct's
Non-Disclosure Agreement (NDA), with all that is included in this agreement.

THE DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANT-
ABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED,
EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID. DEEP
INSTINCT (USA) INC. AND ITS AFFILIATES SHALL NOT BE LIABLE FOR INCIDENTAL OR CONSE-
QUENTIAL DAMAGES IN CONNECTION WITH THE FURNISHING, PERFORMANCE, OR USE OF
THIS DOCUMENTATION. THE INFORMATION CONTAINED IN THIS DOCUMENTATION IS SUB-
JECT TO CHANGE WITHOUT NOTICE.
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1. Preface

1.1. About this document

This Deployment Guide provides the information required for deploying and integrating Deep
Instinct’s security solution in your organization. The scope of the document focuses on the
outlining requirements and deployment instructions related to the implementation of the
resources provided by Deep Instinct for the purpose of deploying your security solution.

1.2. Additional relevant documentation

Additional documentation for Deep Instinct™ v4.0 can be found on the customer Portal (also
accessible from the Management Console menu). For additional techni-cal information, visit
the Deep Instinct Support Center.

Additional technical resources available for this version include:
» Deep Instinct™ v4.0 Release Notes

» Deep Instinct™ v4.0 Administrator Guide

1.3. Intended audience

This guide is intended for security system integrators and IT administrators in the organiza-
tion responsible for deploying and integrating security solutions.

1.4. Customer support

This guide provides information for configuring and managing the Deep Instinct solution
using the Management Console. Deep Instinct Support will provide all services to assist the
administrator with the information described in this manual, as well as full support for all oth-
er issues related to the Management Console. The level and priority of the support provided
are based on the severity level of the problem and the Service Level Agreement, as described
in the Support and Maintenance Services Agreement.

For more information or support contact: support@deepinstinct.com.

Deep Instinct™ Deployment and Installation Guide 2
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2. Introduction

2.1. Deep Instinct™ system overview

Deep Instinct provides real-time detection and prevention of zero-day threats and advanced
persistent threat (APT) attacks for mobile devices and endpoints. The proactive protection
provides unprecedented accuracy in detection and real-time prevention, protecting the organ-
ization’s entire assets from any threat (known and unknown).

Deep Instinct utilizes the following key components to implement its security solution:

» Deep Instinct™ Neural Network: The deep learning neural networks are located at the
Deep Instinct labs. It is the core component of the deep learning cyber defense solution
developed by Deep Instinct. It continuously learns, reflecting the ever-evolving cyber threat
arena. The output of its continuous deep learning process is a lightweight prediction model
(D-Brain). The D-Brain is then distributed to all managed D-Clients.

» D-Brain (Prediction Model): D-Brain is a lightweight prediction model, which is the output
of the core component of the deep learning cyber defense solution developed by Deep
Instinct. It is installed on the D-Clients (endpoint security) and on the containerized applica-
tions (application security). Once installed, the prediction model is used to autonomously
detect and prevent cyber threats on the devices, enabling on-device zero-day and APT
protection.

» D-Cloud (Reputation Services): The D-Cloud Intel is a file-based reputation engine (verdict
system) that provides an additional layer of protection. The D-Cloud is a database com-
posed of billions of files, collected from various data sources, and labelled into different
verdicts and classes. Files can be reclassified using the D-Cloud database of intellectual
information on known files and the right verdict is updated in real-time.

« D-Client: A lightweight client software installed on devices for endpoint protection. It en-
capsulates the Deep Instinct prediction model enabling on-device Deep Static and Deep
Behavioral Analysis and other key protection engines. The D-Client communicates with the
management server for receiving policy and software updates, and for sending events.

« Application Security: centralized agentless solution for web application protection that
provides malware verdict services through on-demand scanning capabilities of files.

» Management Server and Console: Management and monitoring server is hosted in the
cloud. It provides the security administrator with an effective visualization of security
events for easy monitoring, including management tools for configuring the organization's
security policy.

Deep Instinct™ Deployment and Installation Guide 3
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3. System requirements

3.1. Management Server requirements

Minimum Management Server version: v4.0

Supported browsers:

Deep Instinct™ Management Console supports the latest versions of the following browsers:
» Google Chrome

« Microsoft Edge

= Firefox

3.2. D-Clients

3.2.1. Windows devices

Windows D-Client requirements

Operating = Windows 7 SP1, 8.1, 10, 11

system
« Windows Server 2008 R2 SP1, 2012, 2012 R2, 2016, 2019, 2022

= Note: Deep Instinct recommends that you install all security updates
by Microsoft. However, the updates from KB2813430, KB4474419,
and KB4490628 are required.

.Net Frame- Version 3.5 or higher
work

Deep Instinct™ Deployment and Installation Guide 5
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Certificates

When upgrading/installing the Windows D-Client without an internet
connection you need to pre-install the following certificates:

Note: All Microsoft-supported Windows versions typically contain these cer-
tificates, and D-Client installation automatically installs these certificates if
they are missing (requires an internet connection).

AAA Certificate Services

Thumbprint: d1eb23a46d17d68fd92564c2f1f1601764d8e349
COMODO RSA Certification Authority

Thumbprint: afe5d244a8d1194230ff479fe2f897bbcd7a8cb4
DigiCert Assured ID Root CA

Thumbprint: 0563b8630d62d75abbc8ab1e4bdfb5a899b24d43
Go Daddy Class 2 Certification Authority

Thumbprint: 2796bae63f1801e277261ba0d77770028f20eee4
USERTrust RSA Certification Authority

Thumbprint: 2b8f1b57330dbba2d07a6c51f70ee90ddab9ad8e

CPU Dual-core CPU or faster
RAM Min. 2 GB

Recommended: 4 GB

Note: RAM must also meet OS minimum requirements.
Hard drive 500 MB free disk space

3.2.2. macOS devices

macOS D-Client requirements

Operating system

= macOS Ventura (version 13)
=« macOS Monterey (version 12)

= macOS Big Sure (version 11)

CPU

Dual-core CPU or faster

Deep Instinct™ Deployment and Installation Guide 6
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RAM Min. 2 GB
Recommended: 4 GB

Note: RAM must also meet OS minimum requirements.

Hard Drive 500 MB free disk space

3.2.3. Linux devices

Linux D-Client requirements

Operating system = AWSLinux 2 kernel 4.14.x

« Oracle Linux 7.9

= CentOS7.9

= RHEL Server*7.6,7.7,7.8,7.9,8.0,8.1,8.2,8.3,8.4,8.5

=« Ubuntu 20.04 - including GNOME** desktop environments

» Added supportin LVM framework

*Operating system must be registered, and available subscrip-
tions attached.

**Ubuntu devices with GNOME require a restart after the D-Cli-
ent installation is completed.

CPU Dual-core CPU or faster
RAM Min. 2 GB

Recommended: 4 GN

Note: RAM must also meet OS minimum requirements

Hard drive 500 MB free disk space

3.2.3.1. Required prerequisite installation packages

Following is the list of prerequisite installation packages required for installing the Linux
Client. Depending on the implemented option, these will either be pulled by the installer or
need to be pre-installed before installing the Linux Client.

RHEL 7 & RHEL 8

Deep Instinct™ Deployment and Installation Guide 7



d=ep System requirements
Instinct y q

System Package Name Package Filename Source Repo-
sitory
RHEL 7 libtomcrypt libtomcrypt-1.17-25.el7.x86_64 EPEL
libtommath libtommath-0.42.0-5.el7.x86_64 EPEL
libb2 libb2-0.98.1-2.el7.x86_64 EPEL
mimetic mimetic-0.9.8-6.el7.x86_64 EPEL
libarchive libarchive—3.1.2-10.el7_2.x86_64 Default RHEL
7 repo
RHEL 8 libtomcrypt libtomcrypt-1.18.2-5.el8.x86_64 EPEL
libtommath libtommath-1.1.0-1.el8.x86_64 EPEL
libb2 libb2-0.98.1-6.e18.x86_64 EPEL
mimetic mimetic-0.9.8-14.el8.x86_64 EPEL
libarchive libarchive- 3.3.3-4.el8.x86_64 Default RHEL
8 repo
Ev NOTE
The required versions of the libraries listed for the RHEL 7 &RHEL 8 packages above
are subject to change in future Linux Client (agent) releases.

Ubuntu 20.04 packages

Ev NOTE

All packages should be available through the package manager.

Table 1. List of Ubuntu 20.04 packages

Package Name Source Repo-

sitory
Ubuntu 20.04 rpm Default Ubun-
libtomerypt] tu 20.04 repo

libtommath1

Deep Instinct™ Deployment and Installation Guide 8
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Package Name Source Repo-

sitory

curl

libmimeticOv5

minizip

libpython2.7

Ubuntu 20.04 systems python3 Default

A EL python3-pip Default

(Required in addition to python3-tk Default

the Ubuntu files listed

For Ubuntu 20.04 sys- python3-pil Default

tems)) python3-pil.imagetk Default
gir1.2-appindicator3-0.1 Default
idle-python3.8 Default
fFlatbuffers Default

(From pip package manager)

PyGObject Default

(From pip package manager)

pystray Default

(From pip package manager)

3.2.4.i0S and iPadOS devices

Operating system iOS 12.1 and higher

Storage 80 MB storage space

3.2.5. Android devices

Operating system Android 9.0 or higher

Storage 70 MB storage space

Deep Instinct™ Deployment and Installation Guide 9
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3.2.6. Chrome OS devices

Operating system

Chrome 87.0 or higher

Storage

70 MB storage space

3.3. Application Security

Docker host

=« Dockerinstalled
=« Network connectivity — 1 Gbps Ethernet port or faster

« |IPforwarding enabled

Docker container

(per container)

Operating system « Red Hat Enterprise Linux (RHEL) Serv-
er7.9
= CentOS79
For RHEL Operating system must be registered,
and available subscriptions attached.
CPU 4-Cores, 2.0 GHz or higher

« Requirements may change depending
on the total number of Ffiles that re-
quire scanning

»« Each CPU core can handle approxi-
mately 20 MB/second peak capacity
for file scans

RAM 16 GB pr higher

Requirements may change depending on
the total number of files that require
scanning

Hard drive 60 GB or higher

Deep Instinct™ Deployment and Installation Guide
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4. Deployment and installation

Deep Instinct™ integrates with many systems to simplify the deployment process. Depending
on your organization's system and clients, the deployment flow varies. You can deploy Deep
Instinct™ on the following device types:

»« Windows D-Client Installation
« macOS D-Client Installation

» Linux D-Client Installation

« Mobile D-Client Installations

» Application Security Deployment

4.1. Before you deploy

Deep Instinct's solution works independently from other IT and security assets. The D-Appli-
ance and D-Clients add an additional, critical layer of security to the organization. They can
be deployed in augmentation to any software solution (including other security solutions)
implemented in the customer's environment and do not require any significant modifications
to the existing infrastructure.

4.1.1. Required network ports

Specific network ports are used by Deep Instinct and must be opened to enable communica-
tion between the Management Console, management server (D-Appliance), Syslog and Active
Directory servers, D-Clients, and the Application Security container.

@ IMPORTANT

Verify that all firewalls have been configured appropriately to allow communication
on the ports specified in the following table.

The following table lists the network ports required by Deep Instinct for communication.
There are configurable and non-configurable ports, where:

« Configurable — ports that are allocated by your organization and can be configured
through the Console Settings page.

Deep Instinct™ Deployment and Installation Guide 11
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« Non-configurable — specified port is used by Deep Instinct and blocking this port will
result in the product's inability to function as intended.

Communication De- Source Destination

scription

Deep Instinct Manage- Management Serv- SMTP Server Configurable
ment Server/SMTP Serv- er (D-Appliance)

er

Deep Instinct Manage- Management Serv- AD Server Configurable
ment Server/Active Di- er (D-Appliance)

rectory (AD) Server

Administrators' connec- Management Con- Management 443

tion to the Management sole Server

Console

Reputation Services (D- Management Serv- Reputation 443

Cloud) er (D-Appliance) Services En-

gine (D-Cloud)
D-Cloud ad- D-Client

dress: cloud-api.deepin-
stinctweb.com

Deep Instinct™ Deployment and Installation Guide 12
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Communication De-

scription

D-Client/Management
Server (D-Appliance)

Connection required for
downloading configura-
tion files and policy to
the D-Clients as well

as sending event notifi-
cations to the Manage-
ment Server.

Source

D-Client

Deployment and installation

Destination

Management
Server (D-Ap-
pliance)

FQDN exam-
ples for the
Management
Server:

= Mmycompa-
ny.custom-
ers.deepin-
stinct-
web.com

= apiv2-my-
compa-
ny.custom-
ers.deepin-
stinct-
web.com
("apiv2-
<FQDN>")

Port(s)

443

Note the following:

When installed,
the D-Clients set
the port to 443.
If this port is not
available, the
port is set to
43309,

When port 443
is used, the con-
nectivity needs
to open to both
the D-Appliance
FODN, and to
“apiv2-
<FQDN>",

When port 443
is used with ma-
cOS D- Clients,
the connectivity
also needs to
open to "api-
<FQDN>"

Once the port is
set during instal-
lation, the D-Cli-
ents continue to
use this port, in-
cluding up-
grades.

Deep Instinct™ Deployment and Installation Guide
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Communication De-

scription

Source

Deployment and installation

Destination

Port(s)

Application Security / Application Securi- Management 443
Management Server (D- ty Server (D-Ap-
Appliance) pliance)
Connection required for *Depending
registering with the on the API ver-
Management Server, sion, requests
status reporting, and are directed
event notifications as using one of
well as downloading the following
configuration files and DNS names
policy updates. (both return
the same IP
address):
= For APl v1:
mycompa-
ny.custom-
ers.deepin-
stinct-
web.com
= For APl v2
("apiv2-
<FQDN>"):
apiv2-my-
compa-
ny.custom-
ers.deepin-
stinct-
web.com
REST API file scan re- Custom app Configurable

quests

Communication with Sy-
slog Server

Note: The port defined
for this communication is
allocated by your organi-
zation.

Management Serv-
er (D-Appliance)

Syslog Server

Configurable

ICAP file scan requests

Custom app

Configurable

Deep Instinct™ Deployment and Installation Guide
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Communication De- Source Destination Port(s)
scription
Android D-Client/Man- Android D-Client Management 4331
agement Server (D-Ap- Server (D-Ap-
pliance) communication pliance)
during deployment
Android D-Client/Deep Android D-Client Management 7443
Instinct POC Server Server (D-Ap-

pliance)

Connection required for
D-Client access to the
application database on
the Deep Instinct POC

Servers.
Management Console Management Con- Management 8084
and Server screen-re- sole Server

fresh Functionality.

4.1.2. Plan the deployment in stages

It is recommended to deploy the D-Clients gradually. Start the initial deployment with a small
number of devices, and then increase the number of deployed endpoints in stages, by order
of magnitudes.

The initial stage allows your organization to get familiar with the features, functions, and
options available with Deep Instinct. It provides you with a way to determine the level of
support you may need during and after the full deployment process.

The initial stage also provides your organization with a means to refine the deployment
process without impacting your organization. During this stage, we recommend that the
'Prevention’ action is disabled in the policies, and to analyze the 'Detection' events. Some of
the detected files may not be malicious and can be added to the Allow List.

4.1.2.1. Define the initial stage

In the initial stage, select devices that best represent your actual environment. Try to include
variations in the operating systems and software that exist in your actual environment. To
group devices, you may want to use Device Groups and Device Tags, described in the Adminis-
trator Guide.

4.1.2.2. Initial deployment

Review all deployment methods provided to you and determine which methods will be used
in the full deployment. The initial stage should include all methods that will be implemented
in the full deployment.

Deep Instinct™ Deployment and Installation Guide 15
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4.1.3. Exclusions on antivirus software

If your Windows or macOS devices have antivirus software installed, it is recommended to
include several files, folders and processes to the exclusion list of the antivirus software. This
eliminates the possibility of conflicts and performance issues with your antivirus. Add the
following objects to your antivirus's exception list:

Platform Folder Exclusions File and Process Exclusions

Windows « C:\Program
Files\Deeplnstinct\

DeepMgmtService.exe

« DeepNetworkService.exe
« C\ProgramDa-
ta\Deeplnstinct\ = DeepTHService.exe
« DeepStaticService.exe

= DeepUl.exe
« DeepUninstaller.exe

= DeepClService.exe

« DeepETPService.exe

macOS N/A /Library/Deeplnstinct

The following table contains information and links to assist you with adding objects to the
exception lists for several enterprise antivirus software:

McAfee Files may be added to the process exception list via the Pro-
cesses Policies to eliminate any possible conflict with Deep
Instinct processes. For more information, see https://kc.mca-
fee.com/corporate/index?page=content&id=KB58692

Symantec Endpoint Objects may be added to Symantec’s exception list
Protection by creating a Centralized Exception policy. For more
information, see https://support.symantec.com/en_US/arti-
cleTECH183201.html.

Trend Micro Files may be added to the Behavior Monitor-

ing exception list to eliminate any possible con-

flict with Deep Instinct processes. For more in-

formation, see https://docs.trendmicro.com/en-us/enter-
prise/officescan-110-sp1-server/using-behavior-monit/behav-
ior-monitoring/behavior-monitoring-12345.aspx

Deep Instinct™ Deployment and Installation Guide 16
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https://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/using-behavior-monit/behavior-monitoring/behavior-monitoring-12345.aspx
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4.2. Windows D-Client installation

Before deploying, refer to the “Prerequisites” and make sure you have all the requirements in
place for your deployment.

You can deploy D-Clients on Windows devices by using one of the following deployment
methods:

= Remote deployment:

» Remote deployment using SCCM

« Remote deployment using GPO

« Local deployment (directly from the device):

» Local deployment using the Installation CLI command

» Local deployment using the Installation screen

« Deploying in a VDI environment — refer to D-Client Installation for Windows VDI for
details.

4.2.1. Prerequisites

Verify that you have completed the following before you deploy the Windows D-Client.

« Active Directory — for organizations using Active Directory, an Active Directory user with
read-only privileges must exist before running the Startup wizard to acquire the organiza-
tion's list of managed Windows devices. If not, configure the Active Directory (AD) Creden-
tials from the General Configuration screen. For more information, see the Administrator
Guide.

» Remote deployment tools — you can deploy Windows D-Clients using the SCCM (System
Center Configuration Manager) or GPO (Group Policy Object) tools. Click on the corre-
sponding links for instructions on how to deploy using these tools.

= Access to registry values — D-Clients need access to add registry values in order to be
installed.

=« General configuration and policies — configure Deep Instinct's General Configuration
settings and relevant policies. For more information, see the the Administrator Guide.

» Add Deep Instinct to Exclusion list — If your Windows devices have an antivirus software
installed, add Deep Instinct’s objects to your antivirus's exclusion list.
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« D-Client installation package — download the Windows D-Client installation package
from the Management Consoles' Windows Deployment Resources screen.

4.2.1.1. Windows Deployment Resources

The Windows Deployment Resources screen provides the resources for you to deploy and
install Windows D-Client on your devices. It provides you the ability to download the Windows
D-Client and preview the required CLI command to install Windows D-Client on your devices.

To download the Windows D-Client file:

1. Log on to Deep Instinct.

2. From the Navigation pane, click Settings = Deployment -» Windows .

Settings > Deployment

macOs  Linux  ChromeOS  Mobile

Installation Token

ab218d69-1

InstallerManaged_deep.exe diproduct customers.deepinstinctweb.com /token ab218d69-1cdc-48a7-088c-42848d2a1806

3. Select the version of the Windows D-Client you want to download from the Download
Installation File dropdown box.

4. Click &4 and the installation file is downloaded.

4.2.1.2. Windows D-Client CLI Command

To install the D-Client on a Windows device the installation CLI command must be used. This
command has several options and these options must be defined. This section describes the
installation CLI command and the available options.

Refer to the following table for the list of installation CLI commands.
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What do you want to do? Command
Install the D-Client on a Windows <exe path><installation file> <server
device address> /token <installation token>

[/tag <tag>] [/disabled] [/nfs] [/np | /
manualproxy <proxy url>:<proxy port>]

Install the D-Client on a VDI ma- <exe path><installation file> <serv-
chine er address> /token <installation to-
ken> /vdi [tag <tag>] [/disabled] [/nfs]
[/np | /manualproxy <proxy url>:<proxy

port>]
Install the D-Client on a Windows <exe path><installation file> <serv-
server with the Cluster Shared er address> /token <installation to-
Volume (CSV) feature enabled ken> /ignorecsv [/tag <tag>] [/disa-

bled] [/nfs] [/np | /manualproxy <proxy
url>:<proxy port>]

Where:

Command Pa- Description Comments

rameter

<exe path> Path for the appropriate installation N/C
file, where all the Windows devices
have access

<installa- file name for the appropriate installa- N/C
tion file> tion file

<server ad- FQDN for the D-Appliance N/C
dress>

<installa- ID of the installation token, as dis- N/C
tion token> played in the Windows Deployment

Resources screen

Deep Instinct™ Deployment and Installation Guide 19



d=ep
Instinct

Command Pa-
rameter

Description

Deployment and installation

Comments

<tag> Adds a tag associated with the de- « Optional
ployed devices. Use quotation marks
to enter values with spaces or special = The Device Tag must
characters. comply to the following:
= Maximum length is
256 characters
= Device Tags are case
sensitive
« Valid characters:
« Letters (a-z, A-Z)
=« Numbers (0-9)
= Spacesrepresenta-
ble in UTF-8
« Special characters:
+-=._:/@
Device tags can be used with
rules to automatically add
devices to a Device Group.
It can also be used for se-
lecting and filtering devices
in the Management Console.
For more information, see
the Administrator Guide.
/disabled When /disabledisincluded, the D- Optional
Client is disabled during the installa-
tion. This allows the administrator to
select when to initially enable the D-
Client.
/nfs Starts the D-Client without performing Optional
the initial full scan
/np Enables the use of a network proxy =« Optional
server using the default proxy set-
tings. « Cannot be used with /
manualproxy
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Command Pa-
rameter

/manual-
Proxy

Description

Enables the use of a network proxy
server, using the specified settings of

the proxy server URL and port number.

Deployment and installation

Comments

« Optional

= Only available for D-Cli-
entv2.5.1 or higher

« Do notuse with /np

<proxy url> URL for the proxy server, including the N/C
scheme
<proxy Port number to access the proxy serv- N/C
port> er
/vdi Required when installing the D-Client N/C
on a VDI machine. For more informa-
tion, see D-Client Installation for Win-
dows VDI
/ignorecsv Required when installing the D-Client Files accessed from the Clus-
on a Windows server with the Cluster ter Shared Volume are not
Shared Volume (CSV) feature enabled. scanned. However, all files
copied to the local drive are
scanned.
<abortIfNo- Enables the D-Client installer to run =« Optional
ServerCon- a connectivity check with the manage-
nection> ment server before deployment. When

included, if the D-Client fails to estab-
lish connectivity, the installation proc-
ess is aborted.

« See “Connectivity check
flag” for details on the
use of this flag
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Windows CLI command

For the following values:

» exe path = c:\users\administrator\downloads\

« installation file = Installer.exe

= Server address = customer.deepinstinctweb.com
» installation token = 12345678

» System without MSP support

The CLI command would be:

c:\users\administrator\downloads\Installer.exe customer.deepinstinct-
web.com /token 12345678

Connectivity check flag

By default, during the D-Client installation, the installer attempts to establish connectivity
during the initial installation phase with the Management Server for registration and policy
updates. If there is no connectivity, the D-Client will continuously retry to establish a connec-
tion for registration unless the process is aborted.

The Connectivity Check feature enables the D-Client installer to run a connectivity check with
the management server before deployment, preventing scenarios where the installation is
only partially performed.

When the feature flag is included in the installation, if the D-Client fails to establish connectivi-
ty, the installation process is aborted and the following error message is prompted: “Aborting
installation due to inability to establish connectivity with the Management Console, please check
Internet connectivity or D-Console URL/Address”.

This feature is especially beneficial in the following use cases:

« Deployments using remote software distribution — in cases where the installation has only
been partially performed (without registration,) due to lack of connectivity, the client soft-
ware will be indicated as installed on the MDM side, however, there will be no indication
that the client has not been activated or registered and the devices will not appear in the
Device List in the Management Console.

» Deployments including air gap devices or devices that are not connected to the internet
for security reasons — if the installation process is not aborted, these types of devices,
for example, will be stuck continuously trying to establish connectivity and the complete
installation process would need to be repeated (uninstall and then re-install of the client).
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The “Connectivity Check’ feature is enabled as a Windows D-Client CLI command which you
include in the installer CLI before deployment:

<Installer.exe MY SERVER.com /token MyToken /abortIfNoServerConnec-
tion /nfs>

Where:

= My SERVER — server address (D-Appliance FQDN)

» My Token — ID of the installation token (shown in the Windows Deployment Resources
page in the Management Console)

E‘—& NOTE

This CLI Command cannot be copied from the CLI Preview area of the Management
Console Devices -» Deployment - Windows screen.

4.2.2. Remote deployment of Windows D-Client

4.2.2.1. D-Client deployment with SCCM

System Center Configuration Manager (SCCM) is a Microsoft management tool that can deploy
D-Clients on all your organization’s Windows devices. The following procedure is based on
using SCCM 2012.

The D-Client deployment process using SCCM requires the following;:

» Deep Instinct Windows EXE installation file. The file may be downloaded from the Windows
Deployment Resources screen.

=« Determine the installation CLI command to run with SCCM.
» Create a package for D-Client deployment.

Deploy the D-Client installation package.

Creating a Package for D-Client Deployment
To create a package for deployment:

1. Download the installation file from the Windows Deployment Resources screen.
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2. Save the installation file to a location where all the organization’s Windows devices have
access.

3. Start Microsoft System Center Configuration Manager.
4. Inthe Configuration Manager console, click Software Library.

5. Inthe Software Library workspace, expand Application Management.

Software Library <

s

& ffr‘b Owerview -
4 7| Application Management
[&] Applications
Packages
o Approval Requests
(] Global Conditions

#4 App-V Virtual Environments

% Windows Sideloading Keys

[] Application Management Policies
4 | 7| Software Updates

Ez All Software Updates

21 Software Update Groups
ﬁ[ Deployment Packages

=% Automatic Deolovment Rules

#‘ Assets and Compliance

ﬁ Software Library

-. Monitoring

T. Administration

6. Right-click Packages and click Create Package. The Create Package and Program Wizard
opens. Perform the following:
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ol Create Package and Program Wizard -
gﬂ Package
Specify information about this package
Program Type
Standard Program
Requirements Erter a name and other details for the new package. To take full advartage of new features that include the
5 Application Catalog. use an application instead.
ummary
Progress
ompieo Name: Deep Instinct 3.0
Description: N
W
Manufacturer: |
This package contains source files
Source folder;
|\\ser\remame\iharename\path | | Browse...

e

a. Enter the name of the package.

b. As an option, enter the description, manufacturer, language, and/or version of the
package. It is recommended to enter the version number for version control.

c. Select This package contains source files.

d. Click Browse. Go to the folder where the installation file is located and select the
folder.

e. Click Next.
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? Program Type

Package

Program Type
Standard Program
Requirements

Summary

Progress

Completion

Deployment and installation

Choose the program type that you want to create

(® Standard program
Create a program for a client computer.

() Program for device

Create a program for a device.

) De not create a program

Create a package, but do not create a program. You can use the Create Program Wizard to add a program later.

< Previous || Next = || Summary || Cancel

7. Select Standard program. Click Next and perform the following:
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? Standard Program

Package Specify information about this standard program
Program Type

Standard Program

Requirements - iDeep Instinct 3.0

Summary

llnstaler.exe customer.deepinstinctweb.com ftoken 12345678 | |

[Normal

Progress

Completion

IOrIywhenaLmrisloggedm

[] Allow users to view and interact with the program installation

Drive mode: iFh.nsmeNCnane

[] Reconnect to distribution point at log on

| < Previous || MNext > | Summany || Cancel

a. Enter the name of the D-Client installation file.

b. Type the CLI command with all required options and values in the Command line. For
details on how to define the CLI command, see Windows D-Client CLI Command.

¢. Change Run Mode to Run with administrative rights and click .
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? Requirements

Package Specify the requirements for this standard program

Program Type
Standard Program
Requirements

[[] Run another program first
Summary

Package: Browse ...
| |

Progress

Program:
Completion |

[ Atways run this program first
Platform requirements
(®) This program can run on any platfom

() This program can run only on specified platforms.

[ Al Windows RT

[ Al Windows RT 8.1

[] All Windows 10 Professional/Enterprise and higher (32-bit)
[] All Windows 10 Professional/Enterprise and higher (64-bit)
[ Al Windows 7 (64-bit)

[] Al Windows 8 (64-bit)

[ Al Windows 8.1 (64-bit)

[] Windows Embedded 8 Industry (64-bit)

[] Windows Embedded & Standard (64-bit)

[] Windows Embedded &.1 Industry (64-bit)

Estimated disk space:

Maximum allowed run time {minutes): |120

8. Click and a summary of the package settings are displayed.
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Package

Program Type
Standard Program
Requirements

Summary

Progress

Completion

Confirm the settings

Details:

Deployment and installation

General:
. Namel: Deeplnstinct3.0
Description:

: : liservemame\sharenamelpath
Abways obtain files from the source folder

Program Type: Standard Program

m:

+ Name: Deepinstinct3.0

+ Command line: Installer.exe customer deepinstinctweb.com /token 12345678
« Startin:

+ Run: Normal

« Run mode: Run with administrative nghts

« Program can run: Only when a user is logged on

« Drive mode: Runs with UNC name

. P'laliun*ssq.rppm;ed Any

Mt n

{minutes): 120

To change these seltings. click Previous. To apply the settings, click Next.

< Previous || Mext > |

Surmmary | |

9. Click . A progress bar and then a message appears to indicate that the wizard
completed successfully.
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Completion

Package
Program Type

@ The Create Package and Program Wizard completed successfully

Standard Program

Requirements Details:

Summary

Progress o'Sucxxss General:

= Mame: Deepinstinct3.0

= Description:

= Version: 3.0

» Publisher:

= Language: en

= Source files: \iser sk ne\path
= Always obtain files from the source folder

0 Success: Program Type: Standard Program

0 Success: Program:
= Name: Deepinstinct3.0

= Command line: Installer.exe mycompany.customers.deepinstinctweb.com
« Startin:

= Run: Mormal

= Run mode: Run with administrative rights

= Program can run: Only when a user is logged on
« Drive mode: Runs with UNC name

0 Success: Requirements:
= Platforms supported: Any
« Maximum allowed runtime(minutes): 120

To exit the wizard, click Close.

| < Previous

Manage Access Accounts rt & EPy
a @ \ It oo ey B e 8
\& Create Prestaged Content File (i Refresh
Create Create Padnge Import reate Deploy Distribute Update Move | SetSecurity = Properties
Package from Definiti rchs' Program 7% Delete Content  Distribution Points Scopes
Create Search Package De Move Classify Properties
& o~ @ % b Software Library »  Overview » Application Management »  Packages -2
Software Library < Packages 5 items
+ B oravir [ saacra-
4[] Application Management Icon Name Programs Manufacturer Version Language Package ID
[a7] Applications o] Configuration Manager Client Package 0 Microsoft Corpo... DIP00002
[ Packages a User State Migration Tool for Windows 8.1 0 Microsoft Corpo...  6.3.9600.17237 DIP000O1T
Approval Requests & o 1 ForcePoint en DIP000SO
[¥] Global Conditions G Desp .b :‘ P 1— =0 & D005
lanage Access Accounts "
8 2o Vit Environments 6 2052 = g ] Deeplnstinct 20522 en DIPO00S T
W& Create Prestaged Content File
A Windows Sideloading Keys
{7 Create Program
Application Management Policies -\ [0
®
12 Software Updates.
g; o0e Upco (3 Refresh s
) eratin ems.
EeEihoRt 7< Delete Delete
= Deploy
N @7 Distribute Content .
£ Update Distribution Paints
& Assets and Compliance B
Package Proper| = Move Jtent Status Related Objects
) software Lirary Packsge D | @ Set Security Scopes . Success: 0 (@ Content Status -
B Monitori 1 In Progress: 0
"3 Version: Properties ek
(7], Administration Language: o Inkngw:
0 Targeted (Last Update: 3/8/2017 243 AM) =
7 Summary [Programs | Dx |
Ready
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Deploying the D-Client Installation Package
To deploy the package using SCCM:

1. Start Microsoft System Center Configuration Manager.

2. Inthe Configuration Manager console, click Software Library = Application Management
- Packages. The list of packages appears.

ﬂ Folder Tools System Center Ci ion Manager (Ct to DIP - Dx instil & x
|- e ~ @
= = Y 2] &5 Manage Access Accounts ¥ Export | E . gpe ! [
W oW » B . E = E @ 8 B
&) Create Prestaged Content File (3 Refresh } ?
Create Create Package Import  Saved Create Deploy Distribute Update Move  SetSecurity = Properties
Package from Definition Searches ~ Program #% Delete Content Distribution Points Scopes
Create Search Package Deployment Move Classify | Properties
€« v [ \ » Softwsrelibrary » Overview » Application Mansgement » Packages EIF
Software Library « Packages 5 items
4 & Overview Search Add Criteria ~
4 [ Application Management Ilcon  Name Programs Manufacturer Version Language Package ID
[a7] Applications Configuration Manager Client Package 0 Microsoft Corpo... DIP00002
3 Packages User State Migration Tool for Windows 8.1 0 Microsoft Corpo...  6.3.9600.17237 DIP0000T
& Approval Requests DLp 1 ForcePoint en DIP000SO
(] Global Conditions Desplriacs 1 20 en DIPO00S2
1 22| & Manage Access Accounts Insti : 1P00051
8 AoV Virtusl Emironments 20522 Deeplnstinct 20522 en DIP000S
W) Create Prestaged Content File
I\ Windows Sideloading Keys -
_ 7 Create Pragram
[&] Application Management Policies
: < A Export
1 Software Updates
- G Refresh F5
] Operating Systems
9= 7 Delete Delete
= Deploy
@) Distribute Content
Deeplnstinct2 = v
T% Update Distribution Points
#& Assets and Compliance -
c Package Proper| {2, Move Jtent Status Related Objects
Software Liby & c
T30 Softare Lary Package ID: | @ Set Security Scopes =S 0 3 Content Status e
itork Manufacturer: n Progress:
Monit
I Moskaring Version: Properties - Eﬂ‘lﬁ'f’ .
i ) nknown
jf][ Administration Language: &
0 Targeted (Last Update: 3/8/2017 243 AM)
" Summary [Programs | Deployments
Ready
- = - = 244 AM
’l“la‘uﬂﬂ*@ﬂ‘;}”‘l cBEG

3. Right-click the Deep Instinct deployment package and click Deploy. The Deploy Software
Wizard opens.

Deep Instinct™ Deployment and Installation Guide 31



dsc . .
dp Deployment and installation

? General

Cens Specify general information for this deployment
Content

Deployment Settings

Scheduling
User Experience Software: |Deepinstinct3.0 (Deepinstinct3.0)

Distribution Paints Callection: |

Summary

Progress [] Use default distribution point groups associated to this collection

Completion [ Automatically distribute cortert for dependencies

Commants (sptional):
|

| < Previous H Next > H Summary H Cancel l

4. Click , select the Device Collection for deployment and click .
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| Device Collections Fitter...

] Reat Name Member Count
£ All Desktop and Server Clients
& All Mobile Devices

£ Al Systems

£ All Unknown Computers

& Desp_Ful

ﬁl Deep_phase1

ﬁl Deployment_Phase1

ﬁl Deployment_phaselb

& DI_Uninstall

€ Salesforce

& Test_uninstall

& Uninstall_1.5.30.0

€ Uninstall 1.6 A20

ﬁl Uninstaling_Agent

=N==U1===U1$N

5. Click [Next . Click [Add +|Distribution Point and select the distribution points for the
content destination. This is typically the SCCM server.
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? Content

General Specify the content destination

Content
Deployment Settings

Scheduling Distibution points or distribution point groups that the content has been distributed to:
User Experience

Distribution Points MName Type
Summary There are no items to show in this view.
Progress

Completion

Addtional distibution points, distibution pairt groups, and the distribution point groups that are cumently associated
with collections to distibute content to:

Filter...

MName Description Associations
SCCM.DEEP Distrbution point

|| Surmmary || Cancel |

6. CIick and make this a required installation, by selecting Required in the Purpose
box.
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g Deployment Settings

Eauzed Specify settings to control how this software is deployed
Content
Deployment Settings

Scheduling

[Instal

User Experience
Distribution Points |F{equired

Summary
Progress
EnpiTion [ Pre-deploy software to the user’s primary device

[] Send wake-up packets

[] Allow clients on a metered Intemet connection to download content after the
installation deadline, which might incur additional costs

| < Previous | | Mext = | | Summary | | Cancel

7. Click and the Scheduling dialog box opens.
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? Scheduling

Eared Specify the schedule for this deployment

Content

Deployment Settings

Scheduling This program will be available as soon as i has been distibuted to the content servers unless it is scheduled fora
User Experience later time below. For required applications, specify the assignment schedule.

Distribution Points

Summary [ Schedule when this deployment will become available:
Progress

[27152017 @~ |[ 443AM ] Outc
[] Schedule when this deployment will expire:
[ 21572017 |[ 4:43 A B OuIc

Completion

Assignment schedule: () [ New. || Edt.

There are no items to show in this view.

Always rerun program

| < Previous || Mest = || Summary ||

8. Select Schedule when this deployment will become available.

9. Click and the Assignment Schedule dialog box opens.

() Assign to the following schedule:
Occurs on 241572017 4:44 AM

Schedule. ..

® Assign immediately after this event:

|Hs goon as possible

10. Select Assign immediately after this event and select As soon as possible from the drop-
down box.
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11. Click and 'As soon as possible' is added to the assignment schedule.

? Scheduling

General Specify the schedule for this deployment
Content
Deployment Settings

Scheduling This program will be available as soon as it has been distrbuted to the contert servers unless it is scheduled for a
User Experience later time below. For required applications, specify the assignment schedule.

Distribution Paints
Summary [+] Schedule when this deployment will become available:
Progress (27162017 [~ |[238AM RO urc
[] Schedule when this deployment will expire:

[ 21672017 || 3:3zAm B O uc

Completion

Assignment schedule: |

As soon as possible

Remn if failed previous attempt

| < Previous | | Next » | | Summary | |

12. Click and the User Experience dialog box opens.
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? User Experience

Eared Specify the user experience for the installation of this software on the selected
Content devices
Deployment Settings
Scheduling MNotification settings:
User Experience
SIS [ Allow users to run the program independently of assignments
Distribution Points

Surmmary

Progress
i When the scheduled assignment time is reached, allow the following activities to be peformed outside the
Completion

maintenance window:
[ Software installation
[] System restart if required to complete the installation)
Write filter handling for Windows Embedded devices
[+ Commit changes at deadiine or during a maintenance window (requires restarts)

If this option is not selected, content will be applied on the oveday and committed later.

13. Click and the Distribution Points dialog box opens.
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@ Distribution Points

General Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
Scheduling Select the deployment option to use when a client is connected within a fast (LAN) network boundary.

User Experience

Distribution Points Deployment options:

Summary | Download content from distribution point and run locally v

Progress Select the deployment option to use when a client is within a slow or unreliable networ boundary, or when the client
uses a fallback source location for content.
Completion

Deployment options:

| Download content from distribution point and run locally

[ Mlow clients to share content with other clients on the same subnet

This option allows clients that use Windows BranchCache to download content from on-premises distibution points.

Content downloads from cloud-based distribution points can always be shared by clierts that use Windows
BranchCache.

[] Mllow clients to use a fallback source location for content

14. In both Deployment options lists, select Download content from distribution point and
run locally .

15. Click and a summary of the deployment settings are displayed.
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? —

Genea Confirm the settings for this new deployment
Content

Deployment Settings
Scheduling Details:

User Expenience e

Distribution Points » Software: Deepinstinct3.0 (Deepinstinct3.0)

« Collection: Deep_Full (Member Count: 48)

Summary + Use default distnbution point g rmpsassocsated to this collection: Disabled
Prisgress = Automatically distnbute content for dependencies: Disabled

: Deployment Sethngs

Completion = Ation- Instl

+ Purpose: Required

. Pre-deplwmﬂwaramﬂmusﬁ’smnawdm Disabled

+ Send wake-up packets: Disabled

= Allow chents to use a metered Intemet connection to download content: Disabled

Scheduling
. Sd:eddeﬁmﬂlsdmiuwmmlhaummaﬂhble 37872020 2:51 AM
= Schedule when this deployment will expire: Disabled
» Assignment schedule: As soon as possible;
+ Rerun behavior: Rerun if failed previous attempt

User Expenence
+ Allow users to run the program independently of assignments: Disabled
= Software installation: Disabled
+ System restart (if reguired to complete the installation). Disabled
+ Allow task sequence to run for chent on the Intemet: Disabled
+ Commit changes at deadline or dunng a mantenance window (requires restarts): Enabled

To change these settings. click Previous. To apply the settings. click Next.

| < Previous || Mext > || Summary

16. Click . A progress bar and then a message appears to indicate that the wizard
completed successfully.
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g Completion

General

Content

@ The Deploy Software Wizard completed successfully

Deployment Settings
Scheduling

User Experience

Distribution Points 0 Success: General

« Software: Deepinstinctd. 0 (Deeplinstinct.0)

Summary + Collection: Deep_Full (Member Court: 43)

Progress « Use default distnbution point groups asseciated to this collection: Disabled
« Automatically distnibute content for dependencies: Disabled

o&ms: Deployment Settings
« Action: Install
+ Purpose: Required
« Pre-deploy software to the user's pimary device: Disabled
« Send wake-up packets: Disabled
«+ Allow clients to use a metered Internet connection to download content: Disabled

Oamss Scheduling
+Schedule when this deployment will ecome available: 3/8/20202:51 AM

« Schedule when this deployment will expire: Disabled
= Assignment schedule: As soon as possible:
+ Rerun behavior: Rerun if failed previous attempt

o&wﬂs User Experience
+ Allow users to run the program independently of assignments: Disabled

To exit the wizard, click Close.

Summary

17. Click |Close .

4.2.2.2. D-Client Deployment with GPO

Group Policy Management Console (GPMC) is a Microsoft management tool that can create a
Group Policy Object (GPO) to deploy D-Clients on all your organization's Windows devices.

The D-Client deployment process using GPO requires the following:

» Deep Instinct Windows EXE installation file. The file may be downloaded from the Windows
Deployment Resources screen.

=« Determine the installation CLI command to run with GPO.
= Installation batch file for GPO

» Deployment using GPO

Deep Instinct™ Deployment and Installation Guide 41



doc . .
dsep Deployment and installation

Create an installation Batch File

Before you can deploy the D-Client with GPO, you need to create an installation batch file. You
can create the batch file with a text editor (such as Notepad).

To create the installation batch file:

1. Download the installation file from the Windows Deployment Resources screen.
2. Save the installation file to a location where all the Windows devices have access.
3. Open the text editor.

4. Type the CLI command with all required options and values in the Command line. For
details on how to define the CLI command, see Windows D-Client CLI Command.

5. Save the file with the name installer.bat.

Example 1. Example:

For the following values

mj installer.bat - Motepad - O it

File Edit Format View Help
WitgdclycompanyhInstaller.exe customer.deepinstinctweb.com /token 12345678

Where:

= exe path = \\tgcl\company\

= installation file = Installer.exe

s server address = customer.deepinstinctweb.com

» Iinstallation token = 12345678

6. Copy the batch file to the same location the installation file was saved and to the location
where the Windows deployment tool has access.

Deploying D-Clients using GPO
To deploy D-Clients using GPO:

1. Download the installation file from the Windows Deployment Resources.
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2. Create the installation batch file.
3. Save the installation batch file to the Startup Script folder.

4. Save the EXE and batch files to a location where all the organization’s Windows devices
have access.

5. Log on to the Domain Controller (DC) and start the Microsoft Group Policy Management
Console (GPMCQ).

6. Inthe GPMC tree, right-click the Organization Unit (OU) to which you want to deploy the

D-Client and click Create a GPO in this domain, and Link it here to create a new GPO. The
New GPO dialog box opens.

x|

=

OK Cancel |

7. Type the name of the new GPO and cIickIOK . The new GPO is now added to the list of
Linked Group Policy Objects.

8. Right-click on the new GPO and click I Edit .
9. Inthe GPMC tree, expand PoliciestWindows Settings .

10. Click Scripts (Startup/Shutdown) and double-click Startup. The Startup Properties dialog
box opens.
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Scripts | PowerShel Scripts |

% Startup Scripts for DI deploy

Name Parameters

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... |

11. Click and the Add a Script dialog box opens.

12. Click and select the installation batch file.

13. Click to add the script.

14. Click m and exit the Microsoft Group Policy Management Console. The D-Client is de-
ployed on each device when the device restarts.
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To install the D-Client immediately from a device, perform the procedure described in Apply
GPO to Deploy D-Client Manually.

Apply GPO to Deploy D-Client Manually

After a GPO has been created to deploy the D-Client, the D-Client is deployed on each device
when the device restarts. If you want the D-Client to be deployed immediately on a device,
perform the following procedure on the device.

To manually apply the GPO to deploy D-Client:
1. Open the Command Prompt window.

2. Atthe command prompt, type gpupdate /force.The Command Prompt window indi-
cates that the policy updated successfully.

| =N Administrator: CAWindows\system32\cmd.exe - gpupdate /force - ©

icrosoft Windows [Uersion 6.3.76881
<c?» 2013 Microsoft GCorporation. All rights reserved.

SUserssorirgpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
he following warnings were encountered during computer policy processing:

he Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed hefore system startu
p or user logon. The system will wait for Group Policy processing to finizh comp|
letely hefore the next startup or logon for this user. and this may result in sl
ow startup and hoot performance.

ser Policy update has completed successfully.

For more detailed information. weview the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

ertain Computer policies are enabled that can only run during startup.

OK to restart? (¥/N>

3. Typey to restart the device and complete the D-Client deployment on this device.

4.2.3. Local Deployment of Windows D-Client

4.2.3.1. Local deployment using the installation CLI command

The D-Client can also be installed on each Windows device using a CLI command. This may be
practical when only a few devices need to be installed or for devices that are not managed by
the Active Directory.

To install D-Client on a Windows device:
1. Download the installation file from the Windows Deployment Resources screen.
2. Save the installation file to a location where the Windows device has access.

3. Open the Command Prompt window as an administrator.
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4. Atthe command prompt, type the CLI command with all required options and values in
the Command line. For details on how to define the CLI command, see Windows D-Client
CLI Command.

Example 2. Example

For the following values:

exe path = c:\users\administrator\downloads\
installation file =Installer.exe
server address = customer.deepinstinctweb.com

installation token = 12345678

The CLI command appears like this:

C:\Windows\system32> c:\users\administrator\downloads\Installer.exe
customer.deepinstinctweb.com /token 12345678

4.2.3.2. Local deployment using the Installation screen

The D-Client can also be installed on each Windows device using the Installation screen and
then monitored using the D-Client Console. This may be practical when only a few devices
need to be installed or for devices that are not managed by the Active Directory.

To install D-Client on a Windows device:

1. Download the installation file from the Windows Deployment Resources screen.

2. Save the installation file to a location where the Windows device has access.

3. Runtheinstallation file. A message appears to confirm.
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User Account Control

changes to your device?

== Deep Instinct Ltd

Verified publisher: Deep Instinct Ltd
File arigin: Hard drive on this computer

Show more details

Yes

Do you want to allow this app to make

Mo

4. Click Yes to open the D-Client Installation screen.

dED Installation

instinct

Management server address

Installation token

Device tag (optional)

5. Enter the FQDN for the management server.

1ent server add

Installation token

6. Enter the ID of the installation token, as displayed in the Windows Deployment Resources

screen.

7. As an option, enter a tag associated with the deployed device. The Device Tag must comply

to the following:

» Maximum length is 256 characters
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» Device Tags are case sensitive

= Allowable characters:

= Letters(a-z, A-Z)
= Numbers (0-9)
= Spaces representable in UTF-8
» Special characters:+-=._:/@
Device tags can be used with rules to automatically add devices to a Device Group. It can

also be used for selecting and filtering devices in the Management Console. For more
information, see the Administrator Guide.

8. Click|Install to install the D-Client.

9. To determine whether the D-Client installation is in process, look at the D-Client icon in the

notification area, at the far right of the taskbar.If the icon appears with a gray indicator E8,
the installation is in process.

10. To monitor the progress of the installation , you can open the D-Client Console by right-
clicking the icon and selecting Show Console.

d=ep
instinct

Setup in Progress

ading configuration files...

Version 3.4.2 Analyzed files: 0 Online
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11. When the installation completes successfully, the D-Client icon changes to a normal state
and a full scan is initiated.

4.2.4. D-Client installation for Windows VDI

The Windows D-Client can operate in VDI environments.

4.2.4.1. Operating in VM based VDI environments

In VM based VDI environments the Windows D-Client is installed on the Master-template
which is used to launch the actual VDI machines (VMs). The launched VMs include a pre-con-

figured DI-Client that fully protects the VM using the assigned policy.

== EF N ESNEaNES NES
s s |s s s ||z
uy un| (wm| (wm|l (wm| |uw
un | | | un | | | un | [ |
o

0 sli=zll=l|=lil=
= > > > > >

Hypervisor
Server

E‘—& NOTE

Deep Instinct conducts regular testing of the Windows D-Client on VMWare Horizon's
Virtual Desktop Infrastructure.

The Windows D-Client can operate in both Persistent and Non-Persistent VDI environments,
keeping in mind that once the VDI is up and running it performs a re-registration against
the Management Console and a new Device is created in the system. You can manage and

monitor the new device as you would any other device.
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Using the /vdi flag from VM based VDI

The /vdi flag ensures that the D-Client properly operates on any new VM that is launched by
performing the following:

1. The D-Client is installed on the Master-template with the /vdi flag (refer to “D-Client instal-
lation in a VDI environment” for additional details).

2. Theinstallation on the Master-template performs a full installation and activation of the
D- Client, including:

a. Registration of the D-Client.
b. Download the policy.
c. Perform a full scan.
d. Unregister the D-Client at the end of the process.
The Windows D-Client is now ready to re-register at the next restart. Once the VDI orchestra-

tion launches a new VDI from the Master-template, it re-registers upon the restart of the VM.
Then, it downloads the policy and is activated.

E‘—& NOTE

Instant-clone technology does not utilize a restart process, which can cause a disrup-
tion to the operation of the D-Client.

4.2.4.2. Operating in an SBC/Multi-session based VDI environment

In installations in an SBC/Multi-session based VDI environment, the Windows D-Client is in-
stalled on the Windows server — protecting the server itself. However, the virtual desktop
machines, running as part of the SBC implementation, are transparent to the D-Client and
therefore may not fully benefit from its protection capabilities (e.g., prevention and end-user
notifications). This should be considered when installing in this type of environment.
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4.2.4.3. D-Client installation in a VDI environment
To install D-Client on a VDI machine:

1. Install Windows on the master image. You can use any of the supported Windows operat-
ing systems listed in the Client System Requirements.

2. Install the Windows updates you want. Deep Instinct recommends that you install all se-
curity updates by Microsoft. However, the security updates from KB2813430 are required.

3. Reboot to ensure all updates are properly installed and initialized.

4. Install all other applications, and application updates you want on the image and then
reboot. Installing the D-Client should be one of the last actions you do prior to finalizing
the master image.

5. Install the D-Client using the CLI command on the master image, as follows:

a. Download the installation file from the Windows Deployment Resources screen.
b. Save the installation file to a location where the Windows virtual machine has access.
c. Open the Command Prompt window as an administrator from the virtual machine.

d. Atthe command prompt for installing the D-Client, type the following command:<exe
path><installation file><server address>/token <installation to-
ken>/vdi [/tag <tag>] [/disabled] [/nfs] [/np | /manualproxy <proxy
url>:<proxy port>]

Where:

» exe path - Path for the appropriate installation file
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« installation file - file name for the appropriate installation file. To enter the file
name, click | Browse and select the file from the folder.

= server address - FQDN for the D-Appliance.installation token - This is the ID of
the installation token, as displayed in the Windows Deployment Resources screen.
When installing in a system with MSP support, each tenant has a different installa-
tion token ID. Therefore, each tenant requires a different master image.

« tag - This is optional. Adds a tag associated with the deployed devices. Use quota-
tion marks to enter values with spaces or special characters. The Device Tag must
comply to the following:

» Maximum length is 256 characters.

» Device Tags are case sensitive.

= Allowable characters:

Letters (a-z, A-Z)
Numbers (0-9)
Spaces representable in UTF-8

Special characters: +-=._:/@

Device tags can be used with rules to automatically add devices to a Device
Group. It can also be used for selecting and filtering devices in the Management
Console. For more information, see the Administrator Guide.

/disabled - This is optional. When /disabled is included, the D-Client is disa-
bled during the installation. This allows the administrator to select when to
initially enable the D-Client.

/nfs - This is optional. Starts the D-Client without performing the initial full
scan.

/np - This is optional and cannot be used with /manualproxy. Enables the
use of a network proxy server using the default proxy settings.

/manualproxy- This is optional and only available for D-Client version 2.5.1
or later. Enables the use of a network proxy server, using the specified
settings of the proxy server URL and port number. Do not use with /np.

proxy url - URL for the proxy server, including the scheme

proxy port - port number to access the proxy server

e. The following is an example of the command, where:
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exe path = c:\users\administrator\downloads\
installation file = Installer.exe
server address = customer.deepinstinctweb.com

installation token = 12345678

The CLI command is as follows:

C:\users\administrator\downloads\Installer.exe

customer.deepinstinctweb.com /token 12345678 /vdi

f. This installation performs specific action that also include unique actions for VDI in-
stallations, as follows:

Uses a random registration code that is unique for each registration (clones of this
machine will receive a new Device ID)

Download the configuration file
Performs a full scan (unless the /nfs option was used)

Once the above is completed:

» Device ID is removed (this allows regeneration when the clone machines are
spun up)

« Network service is disabled (this prevents re-registration)

=« Network queues are emptied

6. After the full scan is completed and all that you want is included in the master image, run
Sysprep as follows:

a. Open the Command Prompt window, as an administrator from the virtual machine.

b. Run Sysprep. At the command prompt, type the following command:

C:\Windows\System32\Sysprep\sysprep

c. The System Preparation Tool window opens.
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Systern Preparation Tool 3.14 et

System Preparation Tool (Sysprep) prepares the machine for
hardware independence and deanup.

System Cleanup Action
Enter System Out-of-Box Experience (O0BE) e

Generalize

Shutdown Options
Shutdown W

Cancel

d. Select Enter System Out-Of-Box Experience (OOBE) from the dropdown box for the
system cleanup action and then select Generalize.

e. Select Shutdown from the dropdown box.

f. CIick|OK to generalize the machine and shut everything down to make the master
image.

@ NOTE

Once completed, do not use the master image. Clone the machine to prevent the
services for Deep Instinct do not start again and communicate to the server. This
ensures that a new SID (System ID) is generated each time a machine is cloned
from the template, and no duplicates appear in the Management Console.

4.2.5. Installation error codes

Once the installation process is completed, the D-Client for each device provides an Installa-
tion Error Code (Exit Code) that can be read by the Windows deployment tool. The codes are
as follows:

Code Description Comments Agent enum
0 Success N/C Success_OperationDone =0
1 No connection to Could be incor- Failed_ManagementServerDoes-
management server rect server URL or NotExist = 1
network issue
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Code Description Comments Agent enum
2 Invalid command line CLI token not Failed_InstallationTokenlsInvalid
token accepted by =2
the management
server
3 Unknown error Usually some ex- Failed_UnknownReason =3
ception
4 Bad parameters in N/C Failed_UnexpectedParameters =
command line 4
5 Not In use N/C Failed_NotEnoughParameters =5
6 Empty token in com- N/C Failed_InstallationTokenlIsEmpty
mand line =6
7 Missing external API N/C Failed_ExternalApiGuidIsEmpty =
GUID 7
8 Invalid external API N/C Failed_ExternalApiGuidisinvalid =
GUID 8

4.3. Deployment to macOS Devices

To deploy on macOS devices, perform the Following steps:

1. Configure Deep Instinct’'s General Configuration and macOS policies. For more informa-
tion, see the Administrator Guide.

2. If your macOS devices have antivirus software installed, add Deep Instinct's objects to your
antivirus's Exclusion list.

3. Download the relevant D-Client installation DMG file from the macOS Deployment Resour-
ces screen.

4. Install the macOS D-Client by using the downloaded installation DMG file. Installation can
be performed remotely using a macOS deployment tool or directly from the devices. For
more information, see macOS D-Client Installation.

4.3.1. macOS D-Client deployment

The deployment of D-Clients on macOS devices can be performed remotely using a macOS
deployment tool or directly from the devices. Deep Instinct supports the following deployment
methods:

Remote deployment using a macOS Deployment Tool

Remote deployment using Jamf
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Local deployment using the Installation CLI command

Local deployment using the Installation Wizard

4.3.1.1. Remote deployment with a macOS deployment tool

A macOS deployment tool can be used to deploy D-Clients on all your organization’s macOS
devices. To deploy using a macOS deployment tool, the following is required:

» Deep Instinct installation DMG file. The file may be downloaded from the macOS Deploy-
ment Resources screen.

« Deploy the D-Client with the macOS deployment tool using the downloaded macOS instal-
lation file.

» To protect your device, the D-Client on your device needs specific permissions to monitor,
protect and notify you against threats. Three main types of permissions are required:

1. System Extension Installation Permissions:

» Endpoint Security Extension (DeeplnstinctUtility)
« Network Extension (DeeplnstinctUTtility)
2. Full Disk Access Permission for the following processes:
» DeeplnstinctExtension
» DeeplnstinctClassifier
« DeeplnstinctRansomSVC

3. Network Content Filtering Permission:

» DeeplnstinctUtility

4.3.1.2. D-Client deployment with Jamf

Jamf is a management tool that can deploy D-Clients on all your organization’s macOS devices.
The following procedure is based on using Jamf Pro 10.34.2.

The D-Client deployment process using Jamf requires the following:
« Enroll all computers into Jamf to which you want to deploy macOS D-Client

» Acquire the Deep Instinct DMG installation file, which can be downloaded from the macOS
Deployment Resources screen.

» Create a Configuration Profile to enable the required macOS permissions
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Create a Jamf script to define the action that is performed during deployment

Create a Jamf package

Create a Jamf Policy for D-Client Deployment

Creating a Jamf configuration profile

Deployment and installation

The Jamf Configuration Profile is used to define and enable the required macOS permissions.

Jamf Configuration Profile prerequsites

Create a Jamf Profile

Add Full Disk Access Permission

Add System Extension Permission

Allow the removal of Extension Permission
Add Content Filter Permission

Define the scope to which computers the profile is deployed

To create a Jamf Configuration Profile:

1.

Start Jamf Pro.
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dimacdev.jamfcloud.com

SET LOGIN SCREEN
MESSAGE

ALL CLIENTS: MACOS
10.11 OR GREATER

Qs N
*:9on%|[ SOFTWARE LICENSE 346

imputers

72

Used
) 1857 C¢
143 Rer @ 23 Remaining
® O Failed

Jamf Pro
Dashboard

The dynamic Jamf Pro Dashboard provides a visual
overview of the things you care about most in your
environment. Add important items to your Dashboard to
quickly and easily monitor their statuses.

In the left pane, click Computers = Configuration Profiles.

Deployment and installation

=
+
oo
oo
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-
ese [~ < L ) dimacdev.jamfcloud.com ﬂ'l + 88
jamf |
g Computers
Componr . Configuration Profiles
v Q | 0-00f0 + New  [f] Upload = &8
NAME LOGS COMPLET PENDING FAILED SCOPE
No data available in table
Poli
{‘?}Q Configuration Profiles
R
3. Click[New , and type Deeplnstinct as the name of the profile.
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Computers

Configuration Profiles
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L ) dimacdev.jamfcloud.com ﬂ‘l + 88
Computers : Configuration Profiles
<~ New macOS Configuration Profile
Options Scope
&, General General
Name Display name of the profile

e Passcode Deeplnstinct ’

Not configured

Description Brief explanation of the content or purpose of the profile
= Network
® Mot configured

~A VPN
(=] - | Category Category to add the profile to

Mot configured

None =

DNS Settings

@ Not confiaured Level Level at which to apply the profile
Computer Level

= DNS Proxy @ =
55 niot configured Cancel Save

4. Configure the first Full Disk Access Permission, as follows:

a. From the left of the New macOS Configuration Profile panel, scroll down and click
Privacy Preferences Policy Control.
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[ )] dimacdev.jamfecloud.com h +

oo

jamf

iguration Profiles

g Computers : Conf

Computers « New macOS Configuration Profile

Options Scope
- Parental Controls = .
B ok coniiced & Configure
Privacy
@ Securyand Prvacy Preferences Policy
R NOt configured
Control
ﬁj}ﬂ Configutaton tivflive . Privacy Preferences Policy Use this section to define
& Control access settings for applications
Mot configured
e and services (macOS 10.14 or
later, User Approved MDM
a] AD Certificate required)
Mot configured

Configure
Q Energy Saver
' Mot configured

® =

Save
Application & Custom Cancel Save

&} Settinas hd

b. CIickIConfigure .
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i ]
0 dimacdev.jamfcloud.com i/} rr + 28
jamf
Q Computers : Configuration Profiles
Computers  Devices 2 «— New macOS Configuration Profile
Options
Privacy Preferences Poli
=] T SN o Privacy Preferences Policy Control %
& Control
1 payload configured
«~  App Access i
AD Certificate
G oo

Identifier

ILibrary/Deeplnstinct/Executables/DeeplnstinctClassifier
P Energy Saver B
Y Not configured Identifier Type
Path -
Application & Custom
& Settings A Code Requirement

Not configu
identifier DeeplnstinctClassifier and anchor apple generic and

certificate 1field1.2.84013635.1006.2.6] /* exists */ and
Identification certificate leaf[field1.2.840.113635.100.6.113] /" exists */ and
Not configured certificate leaf[subject.OU] = MVOBR9BH24

Validate the Static Code Requirement
APP OR SERVICE ACCESS

SystemPc = 4> Cancel Save

Cancel Save

c. Enter the identifier. Type or copy the following: /Library/DeepInstinct/Executa-
bles/DeepInstinctClassifier

d. Setthe identifier type to Path.

e. Enter the code requirement. Type or copy the following:
identifier DeeplInstinctClassifier and anchor apple generic and cer-
tificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certif-

icate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and cer-
tificate leaf[subject.0OU] = MVI9BR98H24

f. CIickIAdd to add an Apple service.
g. Select the SystemPolicyAllFiles service and set the access to Allow.

h. CIickISave to save the Apple service and then clickISave to save the Configuration
Profile.

5. Configure the second Full Disk Access Permission, as follows:
a. Click|Edit, and then click * for App Access.

b. Scroll down to the new App Access entry.
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(; dimacdev.jamfcloud.com o & + B8
jamf

Q Computers @ Configuration Profiles

Computers «— New macOS Configuration Profile

Options Scope
Privacy Preferences Policy ¥ App Access +
@ Control
1 payload configured
Identifier

/Library/Deepinstinct/Executables/DeeplinstinctRansomSvc
D] AD Certificate L
Policies Not configured
i Identifier Type

@o Configuration Profiles

Path Mg
» Energy Saver
Y Not configured
Code Requirement

Application & Custom identifier DeepinstinctRansomSvc and anchor apple generic
{5} Settings " and certificate 1[field1.2.840113635.100.6.2.6] /* exists */ and
Not configured certificate leaf{field1.2.840113635.100.6.113] /* exists */ and
certificate leaf{subject. OU] = MVOBR98H24

Ide_ntlfucanc.vn

=! Not configured | Validate the Static Code Requirement
APP OR SERVICE ACCESS
SystemPc ¥ P Cancel Save

® 2]

Cancel Save

c. Enter the identifier. Type or copy the following: /Library/DeepInstinct/Executa-
bles/DeepInstinctRansomSvc

d. Setthe identifier type to Path.

e. Enter the code requirement. Type or copy the following: identifier Deep-
InstinctRansomSvc and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[fi1ield.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.0OU] = MVOBRO98H24

f. CIicklAdd to add an Apple service.

g. Select the SystemPolicyAllFiles service and set the access to Allow.

Iy

. ISave the Apple service and then ISave the Configuration Profile.

6. Configure the third Full Disk Access Permission, as follows:
a. Click|Edit, and then click * for App Access.

b. Scroll down to the new App Access entry.
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0 dimacdev.jamfcloud.com g M + &8

Computers : Configuration Profiles

Computers [ «— New macOS Configuration Profile

Options Scope

Privacy Preferences Policy v App Access +
© Control
1 payload configured
Identifier
com.deepinstinct. DeeplnstinctUtility.Extension
E” AD Certificate
Poli Not configured

Identifier Type

{“}a Configuration Profiles

Bundle ID ~
P Energy Saver
2y Not g‘w”

Code Requirement

identifier "com.deepinstinct. DeeplinstinctUtility.Extension” and
anchor apple generic and certificate
1[field1.2.840136351006.2.6] /* exists */ and certificate
leaflfield1.2.84013635.100.6.113] /* exists */ and certificate
leaf[subject.OU] = MVIBRIE8H24

Application & Custom
&} Settings v
Not configured

Identification

Not configured

ol Validate the Static Code Requirement
APP OR SERVICE ACCESS

SystemPe v - Cancel Save

Enter the identifier. Type or copy the following: com.deepinstinct.DeepInstinc-
tUtility.Extension

Set the identifier type to Bundle ID.

Enter the code requirement. Type or copy the following: identifier "com.deep-
instinct.DeepInstinctUtility.Extension”" and anchor apple generic
and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and
certificate leaf[subject.0OU] = MV9BR98H24

CIickIAdd to add an Apple service.

Select the SystemPolicyAllFiles service and set the access to Allow.

. |Save the Apple service and then |Save the Configuration Profile.

7. Configure the System Extension Permission, as follows:

a.

Scroll down and click System Extensions.
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eoe M A e @ o i & mac0S_12
@ Safari File Edit View History Bookmarks Window Help O “+F Q & Mon27Jun 4:02
r N
[ ] L ] M ~ 4 (, dimacdev.jamfcloud.com @ + B8
jamf ¢
Q Computers : Configuration Profiles
GRS < Deeplnstinct
Options Scope
Approved Kernel
Extensions
Mot configured
Configure

Configuration Profiles

b. CIickIConfigure .

@ Associated Domains

Mot configured

Extensions

B

t configured

Single Sign-On Extensions

Not configured

r;g System Extensions
Not configured

? Content Filter

Not configured

System Extensions

Use this section to define

settings for System Extensior
(macOSs 1015 or later, User
Approved MDM required)

Configure

® =

Cancel Save
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0 dimacdev.jamfcloud.com % M + 88

jamf

g Computers : Configuration Profiles

Computers  Devices s ¢« Deeplinstinct

Options Scope

Approved Kernel

Bf Extensions
Not configured

System Extensions x

Allow users to approve system extensions
@ Associated Domains
Not configured

Policles v Allowed Team IDs and System Extensions gh:
&, Configuration Profiles g, Extensions Display Name
' Not configured F

R Deeplnstinct

oS Single Sign-On Extensions System Extension Types

&

Mot canfigured
iz Allowed System Extensions -
2] System Extensions Team Identifier
MV9BROEH24

? Content Filter

Not canfigured

ALLOWED SYSTEM EXTENSIONS

com.deepinstinct.
Deeplnstinctutility. Ecit Delete
Extension

com.deepinstinct
DeeplnstinctUtility. Edit Delete
NetworkExtension

c. Type "Deeplnstinct" as the Display Name.
d. Select Allowed System Extensions for the System Extension Types.
e. Enter the Team Identifier. Type or copy the following: MV9BR98H2 4

f. Click Add and enter the first System Extension. Type or copy the following: com. deep-
instinct.DeepInstinctUtility.Extension

|Save the System Extension. Then cIick|Add to add another System Extension.

o9

h. Enter the second System Extension. Type or copy the following: com.deepin-
stinct.DeepInstinctUtility.NetworkExtension

8. Continue to configure the System Extension Permission to allow the removal of system
extensions during upgrades, as follows:

a. Click ™ for Allowed Teams IDs and System Extensions.

b. Scroll down to the new Allowed Teams IDs and System Extensions entry.
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9. Configure the Content Filter Permission, as follows:

Deployment and installation

r Al
0 dimacdev.jamfcloud.com M + o
jamf
g Computers : Configuration Profiles
Computers  Devices < Deeplnstinct
Options Scope
Approved Kernel DeeplinstinctUtility. Edit Delete
Bf Extensions NetworkExtension
Not configured
+  Add
@ Associated Domains
Not configured .
Policles v Allowed Team IDs and System Extensions gh:
&, Configuration Profiles P Blansis Display Name
¥ Not configured -
Ry e Deeplnstinct Extensions Removal
oS Single Sign-On Extensions System Extension Types
&
Mot canfigured
iz Removable System Extensions -
2] System Extensions Team Identifier
MV9BROEH24
Y ::omsnt Frltelr REMOVABLE SYSTEM EXTENSIONS
Not configured
com.deepinstinct.
Deeplnstinctutility. Edit Delete
Extension
com.deepinstinct
DeeplinstinctUtility. Edi Del
NetworkExtension
+ Add
®
Cancel Save
4

c. Type Deeplnstinct Extensions Removal as the Display Name.

d. Select Removable System Extensions for the System Extension Types.

e. Enter the Team Identifier. Type or copy the following: MVOBR98H24.

f. CIickIAdd and enter the first System Extension. Type or copy the following:

com.deepinstinct.DeepInstinctUtility.Extension

o9

|Save the System Extension. Then cIicklAdd to add another System Extension.

h. Enter the second System Extension. Type or copy the following: com.deepin-
stinct.DeepInstinctUtility.NetworkExtension

i. |Save the System Extensions.

a. Click Content Filter.
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jamf

=

Computers

Computers : Configuration Profiles

< Deeplnstinct

Options Scope

Approved Kernel
Extensions

Not configured

@ Associated Domains

o Extensions

Not configured

& Single Sign-On Extensions

Not configured

System Extensions

1 payload configured

v Content Filter

Settings configured: 2

b. Type Deep Instinct as the Filter Name.

@ dimacdev.jamfcloud.com

Deployment and installation

Content Filter

Settings configured: 2

Filter Name

Exclude all

Include

Display name of the filter in the app and on the device

Deep Instinct

Required

Identifier

Identifier for the filter plug-in

com.deepinstinct.DeeplnstinctUtility

Required

® &

Cancel Save

c. Enter the Identifier. Type or copy the following: com.deepinstinct.DeepInstinc-

tUtility

d. Scroll down to Filter Order.
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D & dimacdev.jamfcloud.com @ + 88
jamf
g Computers : Configuration Profiles
Computers < Deeplnstinct
Options Scope

Approved Kernel

Extensions Filter Order Q
Not configured Sy he order in which traffic is aradéof

) Associated Domains
Not configured Firewall

S Extensions

Socket Filter Q

System Extensions

1 payload configured

extension

Y Content Filter

identifier "com.deepinstinct.DeeplnstinctUtility. Network

Not configured
Socket Filter Bundle Identifier
Bundle identifier of the socket filter provider system extension
o Single Sign-On Extensions (
*  Not configured com.deepinstinct. DeeplnstinctUtility. NetworkExtension
Required

Socket Filter Designated Requirement
Designated req fth

uirement of the socket filter provider system

Settings configured: 4
Required

® 2]

Cancel Save |

e. Select Firewall for the Filter Order. Verify that Filter Order is enabled by the blue

toggle.

f. Enter the Socket Filter Bundle Identifier. Type or copy the following: com.deepin-
stinct.DeepInstinctUtility.NetworkExtension

g. Enter the Socket Filter Designated Requirement. Type or copy
the following: identifier "com.deepinstinct.DeepInstinctUtility.Net-
workExtension" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate

leaf[field.1.2.840.113635.100.6.1.13]
leaf[subject.OU] = MVI9BRO8H24

/* exists */ and certificate

Enter the Socket Filter Designated Requirement. Type or copy

the following: identifier "com.deepinstinct.DeepInstinctUtility.Net-
workExtension" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate

leaf[field.1.2.840.113635.100.6.1.13]
leaf[subject.OU] = MVI9BRO8H24

h. Click|Save ..

/* exists */ and certificate
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® ® @ ~ < 0 & dimacdev.jamfcloud.com ¢ @ + 83

jamf

g Computers : Configuration Profiles

Computers < Deeplnstinct

Options Scope Show in Jamf Pro Dashboard

@, General Content Filter

Settings configured: 4

Privacy Preferences Policy

@ Control Filter Name Deep Instinct
1 payload configured Display name of the filter in the app and on the device
Identifier com.deepinstinct.DeeplnstinctUtility
System Extensions Identifier for the filter plug-in
= 1payload configured
Filter Order Firewall
Spec e order in which traffic is filtered. Filter

v Content Filter

Settinas

e network traffic before filters with a gr
s configured: 4

Socket Filter
Socket Filter Bundle Identifier

O] 3 &1 & 0} “

History Logs Download Clone Delete Edit

10. Set the scope to define to which computers this profile is deployed, as follows:

a. CIick|Edit +|Scope .

b. CIicklEdit to edit the scope.
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L )] dimacdev.jamfcloud.com ) @ + 8

jamf

Q Computers : Configuration Profiles

Computers < Deeplnstinct

Options Scope
Search Inventory
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
All Computers v All Users v

Cancel Save

c. To deploy this profile to all macOS devices managed by Jamf, set Target Computers to
All Computers and set Target Users to All Users.

d. Click|Save .

Create a Jamf script

The Jamf Package requires a script to define the action that is performed during deployment
of the macOS D-Client. Before you create a Jamf Package, we recommend preparing a Jamf
Script since it needs to be included in the Jamf Package.

To create the Jamf Script:
1. Open a text editor.
2. For the first three lines, type the following:
#!/bin/sh
## postinstall
hdiutil attach -nobrowse /private/tmp/DeepInstinct.dmg

3. The forth line is the CLI Installation command. Type the following: sudo sh /Vol-
umes/Deep\ Instinct/installer.sh <server address>-token <installation
token> [-tag <tag>] [-disabled] [-nfs]
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Where:

Command El-
ement

Description

Deployment and installation

Comment

with the deployed de-
vices

<server FQDN for the Manage- N/C
address> ment Server (D-Appli-
ance)
<installa- ID of the installation N/C
tion to- token as displayed
ken> in the macOS De-
ployment Resources
screen
<tag> Adds a tag associated =« Optional

=« Use quotation marks to enter values
with spaces or special characters

« The Device Tag must comply to the
following:

« Maximum length is 256 characters
« Case sensitive
« Valid characters:

« Letters (a-z, A-Z)

=« Numbers (0-9)

« Spaces representable in UTF-8

« Special characters:+-=._:/@

Device tags can be used with rules
to automatically add devices to a
Device Group. It can also be used
for selecting and filtering devices
in the Management Console. For
more information, see the Adminis-
trator Guide.
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Command El- Description Comment

ement

—-disabled D-Client is disabled Optional
during the installation
when this is included in
the command. This al-
lows the administrator
to select when to ini-
tially enable the D-Cli-
ent.

-nfs Starts the D-Client Optional
without performing
the initial full scan.

4. For the last four lines, type the following:
hdiutil unmount /Volumes/Deep\ Instinct/
#delete file
rm -rf /private/tmp/DeepInstinct.dmg
exit 0 ## Success
Example of a Jamf script
For the following values:
<server address> = customer.deepinstinctweb.com
<installation token>= 12345678

The Jamf script would be:
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#!/bin/sh
## postinstall
hdiutil attach -nobrowse /private/tmp/DeepInstinct.dmg

sudo sh /Volumes/Deep\ Instinct/installer.sh customer.deepin-
stinctweb.com -token 12345678

hdiutil unmount /Volumes/Deep\ Instinct/
fdelete file
rm -rf /private/tmp/DeeplInstinct.dmg

exit O ## Success

5. Save this file, as the content of this file can be copied to the Jamf Package when you create
the package,.as detailed in Creating a Jamf Package for D-Client Deployment.

Creating a Jamf package for D-Client deployment

The Jamf Package with the Jamf Script defines the actions that are performed on a macOS
device during deployment.

To create a Jamf package for deployment:
1. Download the installation file from the macOS Deployment Resources screen.
2. Save the installation DMG file to the folder /private/tmp.

3. Create the Jamf Script, as described in Create a Jamf Script.
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Choose a method to create your package:

¥ Monitoring Installation B

New & Modified
Snapshot

Snapshot
% Operating System
Build OS5 Package
% Package Manifests

» Pre-Installed Software
User Enviranment

Deployment and installation

Monitor File
System Changes

Mormal Snapshot

Take a snapshot that watches for any new files on the boot drive. A snapshot

7]

iel

Cancel
:

will be taken before and after the installation process, and then the two
snapshots will be compared.

Next

4. Start Jamf Composer to create a new package.

5. Select Normal Snapshot and click | Next .
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Choose a name for your package:

Package Name | Deeplnstinci]

Cancel Previous m

6. Type Deeplnstinct as the name of the package, and cIicklNext . A progress bar is dis-
played to indicate the progress of the Before Snapshot.
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r
® © @ Composer10.34.2 & r
Cancel Create Package Source
b

7. Click | Next , and a progress bar is displayed to indicate the progress of the After Snapshot.
Once completed, an icon to the left of Deeplnstinct Source in Composer is displayed.
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. 5 i
® © ® Composer10.34.2 % A‘ w Q
New Build as DMG  Build as PKG Search

SOURCES
» ®® Deeplinstinct

PACKAGES

8. Drag the installation DMG file from folder /private/tmp to Composer.
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® © ® Composer10.34.2 - ﬁ ﬁ Q

Mew Build as DMG  Build as PKG Search

J w O private
» ®¥ Deeplinstinct > B tmp

-‘| W o0 @)

private

9. Apply the Directory Permissions to the installation DMG file. Click B on the bottom-right
of the screen and select Apply Permissions to private and All Enclosed Items.

10. Add a Shell Script :

a. From the Navigation Panel, expand Deeplnstinct and right-click Scripts.
b. Select Add Shell Script - Postinstall.
c. Select Deeplnstinct = Scripts = Postinstall.

d. Delete the script content and enter the script as defined in Create a Jamf Script.
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S ® Composer10.34.2 L= 4 rd

#!/bin/sh
## postinstall
hdiutil attach -nobrowse /private/tmp/DeepInstinct.dmg
bl sudo sh fVolumes/Deep\ Instinct/installer.sh {server} -token {token} -tag {tag}
v [ Scripts hdiutil unmount /Volumes/Deep\ Instinct/

M postinst...
> [ Settings

> [ Snapshots

v ¥ Deeplnstinct

#delete file
rm -rf /private/tmp/DeepInstinct.dmg

exit @ ## Success

11. Save the Jamf package:
a. Click Deeplnstinct from the Navigation Panel.
b. Click the Build as PKG icon # on the top of the screen.

c. Select Desktop as the location and click [Save .

Creating a Jamf policy For D-Client deployment

The Jamf Policy is used to define the triggering method to deploy the D-Client and to which
computers. To create a Jamf Policy, you need to perform the following:

» Configure Jamf Console
» Upload Jamf Package

» Create a new Jamf Policy
« Configure the policy

« Define the scope for deployment

To create a Jamf policy for deployment:
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1. StartJamf Pro.

oo

oo

L) dimacdev.jamfcloud.com Mt +

SET LOGIN SCREEN
MESSAGE

ALL CLIENTS: MACOS
10.11 OR GREATER

. o/ ¥
) ann%h SOFTWARE LICENSE 346

ymputers

72

Used
® 1857 Cc

143 Rer ® 23 Remaining

® O Failed

Jamf Pro
Dashboard

The dynamic Jamf Pro Dashboard provides a visual
overview of the things you care about most in your
environment. Add important items to your Dashboard to
quickly and easily monitor their statuses.

2. Click B on the top-right of the screen.
3. Click Server Infrastructure = Cloud Distribution Point.

4. From the Cloud Distribution Point panel, set the Content Delivery Network to Jamf Cloud.
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=
+
oo
oo

[ ] ® Gj ¥ < ',, dimacdev.jamfcloud.com

Settings : Server Infrastructure

& Cloud Distribution Point

USAGE PERIOD FILES UPLOADED DATA UPLOADED FILES DOWNLOADED DATA DOWNLOADEI
Last 30 Days 4 1517 MB 0 OB
Last 12 Months 4 1517 MB 0 0B

Usage updated hourly. Last update: 2022-06-27 10:37:43 UTC

Packages In-House Apps eBooks

D © #

History Test Edit

5. Upload the Deeplnstinct Package, as follows:
a. Click B on the top-right of the screen.
b. Click Computer Management — Packages.

c. From the New Packages panel, click I New .
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0 dimacdev.jamfcloud.com [i'l + 88

Settings : Computer Manag

ement > Packages

« New Package

General Options Limitations

Display Name Display name for the package

Category Category to add the package to

None

Filename Filename of the package on the distribution point {e.g. "MyPackage.pkg")
Choose File

Manifest File
Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

® =

Cancel Save

d. Click|Choose File for the Filename.

e. Select Deeplnstinct.pkg from the Desktop, and clicklUpload . The Display Name
changes to Deeplnstinct.pkg.
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f. Click|Save .

dimacdev.jamfcloud.com

Settings : Computer Manag

ement > Packages

« New Package

General Options Limitations

Display Name Display name for the package

\ Deepinstinct.pkg

Category Category to add the package to

None

Filename

Cheese File  Deeplnstinct.pkg

Manifest File
Upload Manifest File

Info Information to display to the administrator v

Deployment and installation

G
+
oo
oo

Filename of the package on the distribution point {e.g. "MyPackage.pkg")

when the package is deployed or uninstalled

6. Once the package is uploaded, create a new policy:

a.

® =

Cancel Save

In the left pane, click Computers = Policies. The Policies panel opens.
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jamf |

g Computers

Computers )i = Jsers Policies
v [q | 1-10f1
NAME
M No category assigned
% i Update Inventory
1 Show:

b. From the Policies panel, cIicklNew .

100

[ )] dimacdev.jamfcloud.com

FREGQUENCY

Once every week

Deployment and installation

G+ 8
'~ 0
= oo
+ New = |8a
TRIGGER SCOPE
Check-in All computers
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Instinct

C dimacdev.jamfcloud.com

Computers : Policies

5 < New Policy

Computers

Options Scope Self Service User Interaction

iJ General » General

Display Name Display name for the policy

Enabled

Category Category to add the palicy to

None -

Trigger Evenis)to use to initiate the palicy

c. Type Deeplnstinct as the Display Name of the policy.

d. Setthe Trigger to define the events that will initiate the policy. Suggested triggers:

=« Enrollment Complete - Policy is initiated immediately after the enrollment proc-

ess.

» Custom - Define the Custom Event as di. Policy can be manually initiated using di.

e. Set Execution Frequency to Ongoing.

7. Add the Deeplnstinct Package to the policy, as follows:

a. Click Packages and then click Configure. The Packages panel opens.

ayh.  Printers
= grint
(| Startup
Disk L) When a col arts up. A startup script that checks for policies must
configured in Jamf Pro for this to work
4 Encryption "
o " yptio

be

Cancel
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jamf |

0

Computers

Computers : Policies

< New Policy

Options Scope

dimacdev.jamfcloud.com

Self Service

User Interaction

Deployment and installation

G
+

{l}} Packages Settings

oo

oo

:J General Packages
NAME CATEGORY
6 Pz{ckages 5
alides o Deeplnstinct.pkg Mo category assigned Add
"1:3) . Cancel
[ [
il
Disk
.e IE.-Inlr.r-_,-p: on
® =
Cancel Save
b. Click|Add , to add the Deepinstinct.pkg to the policy.
8. Set the scope to define to which computers this policy is deployed, as follows:
a. Click Scope.
87

Deep Instinct™ Deployment and Installation Guide



doc . .
dsep Deployment and installation

[ )] dimacdev.jamfcloud.com ¢ M + 88

jamf

Q Computers : Policies

Computers <« New Policy

Options Scope Self Service User Interaction
Targets Limitations Exclusions
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
All Computers v All Users v

Cancel Save

b. To deploy the D-Client to all macOS devices managed by Jamf, set Target Computers
to All Computers and set Target Users to All Users.

c. Click|Save .

4.3.1.3. D-Client local installation with the CLI

The D-Client can also be installed on each macOS device using a CLI command. To install
macOS D-Client, you need to sign in as an administrator user.

To install D-Client on a macOS device:

1. Download the installation file from the macOS Deployment Resources screen.

2. Save the installation DMG file to a location where the macOS devices has access.

3. Open a Terminal window.

4. Mount the DMG installation file. At the command prompt, type the following command:
open <path><DMG installation file>

Where:

» <path> — path for the installation file
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s <DMG installation file> — file name for the downloaded installation DMG file

5. Run the installation file. At the command prompt, type the following command for instal-
ling the D-Client on a macOS device:

sudo "/Volumes/Deep Instinct/installer.sh" <server address>-token <in-
stallation token> [-tag <tag>] [-disabled] [-nfs]

For installing the D-Client on a VDI machine:
sudo "/Volumes/Deep Instinct/installer.sh" <server address>
-token <installation token> -vdi [-tag <tag>] [-disabled]

Where:
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Command El- Description Comments
ement

<server FQDN for the Management N/C
address> Server (D-Appliance)

<installa- ID of the installation token, as N/C

tion to- displayed in the macOS Deploy-

ken> ment Resources screen

<tag> Adds a tag associated with the « Optional

deployed devices
« Use quotation marks to en-

ter values with spaces or spe-
cial characters

»« Maximum length is 256 char-
acters

= Case sensitive

« Valid characters:

« Letters (a-z, A-Z)
=« Numbers (0-9)

« Spacesrepresentablein
UTF-8

« Special characters: +-=.

_:/@

Device tags can be used with
rules to automatically add
devices to a Device Group.

It can also be used for se-
lecting and filtering devices
in the Management Console.
For more information, see
the Administrator Guide.

-disabled When included in the command Optional
the D-Client is disabled during
the installation. This allows the
administrator to select when to
initially enable the D-Client.
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Command El- Description Comments

ement

-nfs Starts the D-Client without per- Optional
forming the initial full scan

-vdi Required when installing the D- N/C
Client on a VDI machine

Example 3. Installation on VDI command
For the following values:

« path =/Users/user/Downloads/
» installation file =2.4.0.1_Deeplinstinct_installer.dmg
» server address = customer.deepinstinctweb.com

s installation token = 12345678

The commands will look like this:

» Macbook-Pro:Desktop user$ open /Users/user/Downloads/2.4.0.1 DeepIn-
stinct installer.dmg

s Macbook-Pro:Desktop user$ sudo "/Volumes/Deep Instinct/instal-
ler.sh"customer.deepinstinctweb.com -token 12345678

= Password: Macbook-Pro:Desktop user$

During the installation of the D-Client, specific permissions must be enabled to protect your
device. The required permissions vary based on the operating system on your device.

The Deep Instinct extensions must be allowed to load. If permissions are required, the System
Extension Blocked message opens and perform the following:
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System Extension Blocked

The program "DeeplnstinctUtility" tried
to load new system extension(s). If you
want to enable these extensions, open
Security & Privacy System Preferences.

Open Security Preferences

4

h
Click Open Security Preferences and the Security & Privacy screen opens.

92
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) < it Security & Privacy Q

General  FileVault  Firewall  Privacy

A login password has been set for this user = Change Password...

Require password 5 minutes after sleep or screen saver begins

Allow apps downloaded from:

Some system software requires your attention before it can be used.

—~

Q Click the lock to make changes. ?

Click the Lock icon L at the bottom left corner of the screen. A dialog box opens for you to
enter your administrator credentials.

r 3

System Preferences is trying to unlock Security &
Privacy preferences.

")

Enter your password to allow this.

User Name: “ ‘

Password:

h A

Enter the administrator’'s username and password.
Click Unlock to unlock the Security & Privacy screen.

Click Details to continue.
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System software from the following developers was updated and the
system needs to be restarted before it can be used.

DeeplnstinctUtility

DeeplnstinctUtility

| A

Select all instances of "DeeplinstinctUtility" and click OK to permit Deep Instinct to load the
required system extensions.

Deep Instinct may need to perform network filtering. If permission is required, the Filter
Network Content message opens and click Allow.

“DeeplnstinctUtility” Would Like
to Filter Network Content

All network activity on this Mac may be
filtered or monitored.

Allow Don't Allow

For Full Disk Access Permission, perform the following:
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() < it Security & Privacy Q

General  FileVault  Firewall  Privacy

-||||| Speech Recognition
Allow the apps below to access data like Mail,

. Messages, Safari, Home, Time Machine backups, and
Accessibility certain administrative settings for all users on this
Mac.

Input Monitoring

. Full Disk Access

Files and Folders

@ Screen Recording

Media & Apple Music

HomeKit

Bluetooth
n Automation

n

DeeplnstinctClassifier

[\

n

DeeplnstinctRansomSvc

U

n

DeeplnstinctExtension

u

2}

_ 1l
Eg Click the lock to prevent further changes. Advanced... ?

Click the Privacy tab and select Full Disk Access from the left panel.

Select DeeplnstinctClassifier, DeeplnstinctRansomSvc and DeeplinstinctExtension.
Full Disk Access Permission needs to be enabled.

Close the Security & Privacy screen.

If permissions are removed in the future, they can be re-enabled using the D-Client Console.
For more information, see Enable Permissions from D-Client Console.

4.3.1.4. D-Client local installation with the Wizard

The D-Client can also be installed on each macOS device using the Installation wizard. This
method may be useful in cases where you only have a few devices to install.

To install the D-Client on a macOS device using the Installation wizard:

1. Download the installation file from the macOS Deployment Resources screen and save it
to a location where the macOS device has access.
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2. Double-click the installation DMG file to mount it.

oQe@ B peep Instinct

d=ep
Instinct

g

=t

\/

Double-click the icon above

to install Deep Instinct

3. Double-click the Deep Instinct icon and cIick|Allow in the confirmation dialog to open the
wizard.

The Deep Instinct Installer appears.
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Instinct

@ = Install Deep Instinct

Welcome to the Deep Instinct Installer

@ Introduction

To start the installation, click Continue.

d=cp
Instinct

e

Continue

4. Click I Continue to start the installation. The Configuration dialog box opens.
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@ = Install Deep Instinct a

Configuration

Introduction Management server address

@ Configuration
Installation token

Device tag (optional)

d=cp
Instinct

Go Back Continue

5. Enter the Management Server address (FQDN).

6. Enter the ID of the installation token, as displayed in the macOS Deployment Resources
screen.

7. (Optional) Enter a tag associated with the deployed device. The Device Tag must comply to
the following:

» Maximum length is 256 characters
« Case sensitive

»« Valid characters:

s Letters(a-z, A-Z)
= Numbers (0-9)
« Spaces representable in UTF-8

» Special characters:+-=._:/@

Device tags can be used with rules to automatically add devices to a Device Group. It
can also be used for selecting and filtering devices in the Management Console. For
more information, see the Administrator Guide.
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8. CIick|Continue and the Installation Type screen appears.

[ = Install Deep Instinct o)

Standard Install on “Macintosh HD"

s e This will take 95.4 MB of space on your computer.
Configuration Click Install to perform a standard installation of this software
B et e on the disk "“Macintosh HD".

@ |Installation Type

d=cp
Instinct

Go Back Install

9. C(lick|Install . A confirmation dialog appears.

10. Enter your administrator credentials and click | Install Software .

Ev, NOTE

During the installation of the D-Client, specific permissions must be enabled
to protect your device. The required permissions vary based on the operating
system on your device.

11. The Deep Instinct extensions must be allowed to load. If permissions are required, the
System Extension Blocked message appears.
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System Extension Blocked

The program “DeeplnstinctUtility" tried
to load new system extension(s). If you
want to enable these extensions, open
Security & Privacy System Preferences.

Open Security Preferences

h

12. Click |OK . The System Extension Permission screen appears.
® 0 = Install Deep Instinct 8
System Extension Permission

Introduction To complete the installation, allow System Extensions to load.

Configuration 1. Click here to open Security & Privacy Preferences.
Destination Select 2. Click the lock icon and enter your credentials.
Installation Type 3. Click Details and select "DeeplnstinctUtility" instances.
Installation

System Extension
® permission

d=cp
Instinct

Continue

Perform the following:
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Instinct

a. Click Click here and the Security & Privacy screen opens.
® < % Security & Privacy Q

General  FileVault  Firewall  Privacy

A login password has been set for this user = Change Password...

Require password 5 minutes e after sleep or screen saver begins

Allow apps downloaded from:

Some system software requires your attention before it can be used.

E Click the lock to make changes.

b. Click [ at the bottom left corner of the screen. A confirmation dialog requesting your

credentials appears.

c. Enter the administrator’s username and password.

d. CIick|Unlock and then Details to continue.

r B

System software from the following developers was updated and the
system needs to be restarted before it can be used.

DeeplnstinctUtility

DeeplnstinctUtility

|\ 4
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e. Select all instances of DeeplnstinctUtility and cIicklOK to permit Deep Instinct to
load the required system extensions.

13. Deep Instinct may need to perform network filtering. If permission is required, the Filter
Network Content message opens and click |Allow .

“DeeplnstinctUtility” Would Like
to Filter Network Content

All network activity on this Mac may be
filtered or monitored.

Allow Don’t Allow

14. Go back to the Installation Wizard to proceed with Full Disk Access Permission.

® & Install Deep Instinct a

Full Disk Access Permission

Introduction
Configuration
Destination Select
Installation Type

Installation
. To enable protection of your disk, permit Full Disk Access
System Extension

Permission
. 1. Click here to open Security & Privacy Preferences.
. Full Disk Access 2. Click the lock icon and enter your credentials.
Permission 3. Select "DeeplnstinctClassifier", "DeeplnstinctExtension" and
"DeeplnstinctRansomSvc".

d=cp
instinct

Go Back Continue
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a. Click the Click here link. The Security & Privacy screen appears.
[ < 3 Security & Privacy Q

General Filevault  Firewall = Privacy

-||||| Speech Recognition
- Allow the apps below to access data like Mail,
. Messages, Safari, Home, Time Machine backups, and
Accessibility certain administrative settings for all users on this
Mac.

- Input Monitoring

. Full Disk Access
(v}

Files and Folders

DeeplnstinctClassifier

u

n

DeeplnstinctRansomSvc

b
(U

DeeplnstinctExtension

u

@ Screen Recording

Media & Apple Music

HomeKit

Bluetooth
m Automation

)

_ 1
@ Click the lock to prevent further changes. Advanced... ?

b. Select DeeplnstinctClassifier, DeeplnstinctRansomSvc, and DeeplnstinctExten-
sion.

c. Enable Full Disk Access Permission for each user.

d. Go back to the Installation Wizard.

gv NOTE

If permissions are removed in the future, they can be re-enabled using the D-
Client Console. For more information, see Enable Permissions from D-Client
Console.

15. A message appears after the installation completes successfully.
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@ = Install Deep Instinct a

The installation was completed successfully.

Introduction
Configuration
Destination Select
Installation Type

Installation

System Extension Installation completed successfully.
Permission

Full Disk Access
Permission

® Summary

d=cp
Instinct

16. Click |Close | to exit the Installation wizard.

4.3.2. Enabling permissions from the D-Client console

Required permissions

To protect your device, the D-Client on your device needs specific permissions to monitor,
protect and notify you against threats. The OS requires various permissions to be enabled.
The following permissions are required:

« System Extension Installation Permission

« Endpoint Security Extension (DeeplnstinctUtility)
« Network Extension (DeeplnstinctUtility)
« Full Disk Access Permission for the following processes:
= DeeplnstinctExtension
« DeeplnstinctClassifier

= DeeplnstinctRansomSVC
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=« Network Content Filtering Permission

» DeeplnstinctUtility

Regardless of the method of installation (deployment tool/Installation Wizard/CLI Command),
these permissions should be enabled during the installation. However, if permissions were
removed or never granted, you can enable them through the D-Client Console.

To enable permissions from the D-Client Console:

Once the D-Client has been installed, the D-Client icon in the menu bar indicates whether
macOS requires permissions. When permissions are missing, the Deployment status for the
device changes to Deployed with Warnings, a Missing Permission screen appears on the

macOS device and the icon is displayed with a yellow indicator, E.

Home Settings

Missing Permissions

Analyzed files: 0 Online

Ev NOTE

If the Missing Permission screen is not displayed, click the icon with the yellow
indicator, ES.

In the Missing Permissions screen, click on the click here link. Depending on the number of
missing permissions, one or more messages may appear. Refer to the following sections for
details on enabling each type of system permission:
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“Enabling Missing System Extension Permissions”
» “Enabling Missing Full Disk Access Permission”

» “Enabling Missing Network Content Filtering Permission”

4.3.2.1. Enabling Missing System Extension Permissions

To enable missing permissions

E‘—& NOTE

If the Missing Permission screen is not displayed, click the icon with the yellow
indicator E®.

1. In the Missing Permissions screen, click on the click here link.

Home Settings

Missing Permissions

Analyzed files: 0 Online

2. Ifyou are missing the System Extension Permissions, a message requesting to enable
them is displayed (there may be additional messages for other missing permissions as
well).
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System Extension Permission is Missing

For Deep Instinct to be fully operational, System
Extension permission must be allowed.

tomorrow

3. Click the Security Preferences link. The Security & Privacy screen appears.
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L) < i Security & Privacy Q

General = FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes e after sleep or screen saver begins

Allow apps downloaded from:

Some system software requires your attention before it can be used.

~
% Click the lock to make changes. ?

4. Click the Lock icon L] at the bottom left corner of the screen and enter your administrator
credentials in the dialog.

7~ System Preferences is trying to unlock Security &
| Privacy preferences.

Enter your password to allow this.

User Name: || I

Password:

5. CIicklUnlock — Details to continue.
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instinct

r

System software from the following developers was updated and the
system needs to be restarted before it can be used.

DeeplnstinctUtility

DeeplnstinctUtility

|\ 4

6. Select all DeeplnstinctUtility instances and cIick|OK to permit Deep Instinct to load the

required system extensions.

4.3.2.2. Enabling Missing Full Disk Access Permission

To enable missing permission

Ev NOTE

If the Missing Permission screen is not displayed, click the icon with the yellow
indicator E8.

1. In the Missing Permissions screen, click on the click here link.
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Home Settings

Missing Permissions

Analyzed files: 0 Online

2. If you are missing the Full Disk Access Permission, a message requesting to enable them
is displayed (there may be additional messages for other missing permissions as well).
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Full Disk Access Permission is Missing

For Deep Instinct to be fully operational, Full Disk
Access permission must be allowed.

rer ag

tomorrow

3. Click Security Preferences.
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[ ) < it Security & Privacy Q

General  FileVault  Firewall  Privacy

. Speech Recogpnition
- Allow the apps below to access data like Mail,
. Messages, Safari, Home, Time Machine backups, and
Accessibility certain administrative settings for all users on this
Mac.

| Input Monitoring

@ Ful Disk Access =\= DeeplnstinctClassifier

& Files and Folders =\= DeeplinstinctRansomSvc
@ Screen Recording =\= DeeplnstinctExtension
Media & Apple Music

HomeKit + -

Bluetooth
m Automation

" o)

_l
B8 Click the lock to prevent further changes. Advanced... ?

4. Click Security Preferences. The Security & Privacy screen appears.

5. Select DeeplinstinctClassifier, DeeplnstinctRansomSvc, and DeeplnstinctExtension.
Full Disk Access Permission needs to be enabled.

6. Close the Security & Privacy screen.

4.3.2.3. Enabling Missing Network Content Filtering Permission

To enable missing permission

E‘-& NOTE

If the Missing Permission screen is not displayed, click the icon with the yellow
indicator B8,
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1. In the Missing Permissions screen, click on the click here link.

Missing Permissions

Online

2. Ifyou are missing the Network Content Filtering Permission, a message requesting
to enable them is displayed (there may be additional messages for other missing permis-
sions as well).

Network Content Filtering Permission is Missing

For Deep Instinct to be fully operational, Network
Content Filtering permission must be allowed.

Click hare

tomorrow
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3. Click the Click here link. The Filter Content screen appears.

“DeeplnstinctUtility” Would Like
to Filter Network Content

All network activity on this Mac may be
filtered or monitored.

Allow Don’t Allow

L .

4. Click Allow. After a few minutes the permissions are enabled and the D-Client icon
changes to a normal state BS.
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4.3.3. macOS deployment resources

You can download the macOS D-Client installation package from the Management Console
and preview the CLI command required to install the macOS D-Client on your devices.

To download the macOS D-Client file:

1. Log in to the Deep Instinct Management Console.

2. Inthe Navigation pane, click Settings -» Deployment - MacOS.

dzep
nstinct Settings > Deployment

05 Dashboard - - "
SOjSasboen Windows Linx  Chrome0S  Mobile

©® Monitor
Download Installation File 342146
[ Policy

L0 Assets » Tenant_1
will influenc
2, Tenants
Installation Token

Wi Reports
CLIPreview
ptions to display and copy t command (for D-Client v
[ Use network proxy
O Installation for VDI
[ Noinitial full scan after installation
[ D<Client disabled after installation

[ Device Tag

sudo Deepinstinct.dmg diproduct.customers. deepinstinctweb.com -token ab218d69-1cdc-48a7-988c-428482a1806

Copy CLI Command

3. Select the version of the macOS D-Client you want to download from the Download
Installation File dropdown box.

4. Click ® to download the installation file

WARNING

Regenerating the installation token, deletes the previous token. All devices using a
previously sent email to install the D-Client will fail. All devices will require the new
installation token to install the D-Client.
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4.4. Linux D-Client installation

The deployment of D-Clients on Linux devices can be performed remotely using a Linux
deployment tool or directly from the devices.

Remote deployment using a Linux Deployment Tool

Local deployment using the Installation CLI command

4.4.1. Linux deployment resources

The Linux D-Client installation package is available for download in the Management Con-
sole's Settings = Deployment = Linux screen. In addition, in this screen you can also view the
CLI command required to install the Linux D-Client on your devices.

To download the Linux D-Client file:

1. Login to the Deep Instinct Management Console.

2. Inthe Navigation pane select Settings = Deployment - Linux.

dep
Instinct Settings > Deployment

=
S5 Dashboard Windows ~ macOS  Linux  ChromeOS  Mobile

© Monitor
Linux Distribution - RHEL versions 7.6, 7.7, 7.8, 7.9 RHEL 7

@ Policy

Download Installation 3.42.305

LD Assets
2, Tenants Tenant_1

a1 Reports

&3 Settings

ion CLI command (for D-Client ve

[ D-Client disabled after installation

[ Device Tag

deepinstinct_installer-3.4.2.305-0.sh diproduct.customers.deepinstinctweb.com ~token ab218d69-1cdc-48a7-088¢-42848d2a1806

3. Select the Linux distribution applicable to your device from the Linux Distribution drop-
down box.
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E‘E NOTICE

For CentOS devices, you will need to select the RHEL 7.9 distribution option
and perform a few additional steps before running the installer file. These are
specified in the relevant step of the “Linux D-Client installation” procedure.

4. Select the Linux D-Client version for download from the Download Installation File drop-
down box.

5. Click &4 to download the installation file.

4.4.2. Remote deployment with a Linux deployment

tool

In order to deploy the D-Client on your Linux devices using your Linux deployment tool, you
need to first download the Deep Instinct Linux D-Client installation file from the Management
Console Settings = Deployment — Linux screen. Refer to Linux Deployment Resources for

details.

=0 NOTICE

When installing on CentOS devices only — before running the installer package:

1.

2.

On the CentOS device, save a copy of the /etc/os-release file.

Open and edit the /etc/os-release file. The fetc/os-release file includes an
entry with the field <"NAME=CentOS Linux">. The NAME string identifies the
operating system without a version component.

Rename the <"NAME=CentOS Linux">to "NAME=Red Hat Enterprise Li-
nux Server">.

Run and execute the Installer file.

Once the installation on the CentOS device is complete, restore and revert back
to the original /etc/os-release file.
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4.4.3. D-Client local installation with the CLI

To install D-Client on a Linux device:

1.

2.

Sign in to the device as a sudo or root user.

Verify that the device meets all of the requirements listed in Client System Requirements.
Download the relevant installation file from the Linux Deployment Resources screen.
Save the installation file to a location where the Linux devices has access.

For installations on CentOS devices only — before running the installer package:

a. Onthe CentOS device, save a copy of the /etc/os-release file.
b. Open and edit the /etc/os-release file. The /etc/os-release file includes an entry with
the field <"NAME=Cent0OS Linux">.The NAME string identifies the operating system

without a version component.

c. Rename the <"NAME=CentOS Linux”>t0 <"NAME=Red Hat Enterprise Linux
Server">

d. Once you have modified the file, you can run and execute the Installer file.

Open a Terminal window.

Provide executable permission for the installation file. At the command prompt, type the
following command:

sudo chmod u+x <path><installation file>

Where:
Command Element Description
<path> Installation File path
<installation file> Installation File name

Run the installation file and at the command prompt, type the following command:

sudo <path><installation file> <server address> --token <installation
token> [--tag <tag>] [--nfs] [--mp <proxy url>:<proxy port>] [--on-
ly validate deps]

Where:
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Command Ele- Description Comments
ment
<path> Installation File path N/C
<installation Installation file name N/C
file
<server ad- FQDN for the Management N/C
dress> Server (D-Appliance)
<installation ID of the installation to- N/C
token> ken as displayed in the
Linux Deployment Resour-
ces screen.
<tag> Adds a tag associated with « Optional
the deployed devices. Use
quotation marks to enter = The Device Tag must comply
values with spaces or spe- to the following:

cial characters. « Maximum length is 256

characters

= Device Tags are case sen-
sitive

« Valid characters:

= Letters (a-z, A-Z)
=« Numbers (0-9)

= Spaces representable
in UTF-8

= Special characters: + -

=._:/@

Device tags can be used with
rules to automatically add
devices to a Device Group.

It can also be used for se-
lecting and filtering devices
in the Management Console.
For more information, see
the Administrator Guide.
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--nfs

Description

Starts the D-Client without
performing the initial full
scan.

Deployment and installation

Comments

Optional

--mp

Enables the use of a net-
work proxy server, using
the specified settings of
the proxy server URL and
port number.

Optional

<proxy url>

URL for the proxy server, in-
cluding the scheme

N/C

<proxy port>

Port number to access the
proxy server.

N/C

-—only vali-
date deps

Disables the automatic in-
stallation of the required
packages. It validates
whether the required pack-
ages have been installed. If
a required package is miss-
ing, the installation of D-Cli-
ent is aborted and an error
message is provided.

Optional
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Example 4. CLI command

For the following values:

« path =/home/user/Downloads/

» installation file =deepinstinct_installer.sh

» server address = customer.deepinstinctweb.com
= 1installation token = 12345678

» System without MSP

The commands appear as:

[user@localhost ~]# sudo chmod u+x /home/user/Downloads/deepin-
stinct installer.sh

[sudo] password for user:

[user@localhost ~]# sudo /home/user/Downloads/deepinstinct instal-
ler.sh customer.deepinstinctweb.com --token 12345678

Extracting installation files...

Redirecting to /bin/systemctl start DeepNetworkService.service Redi-
recting to /bin/systemctl start DeepSAService.service

[user@localhost ~1#

9. For CentOS devices only — on the CentOS device, restore and revert back to the origi-
nal /etc/os-release file.

4.5. Mobile D-Client installations

The deployment of D-Clients on mobile devices can be performed either remotely using a
mobile deployment tool or directly from the devices.

» Remote deployment on Android devices using SOTI

» Local deployment for Mobile D-Clients

Before deploying:

Make sure you have configured your SMTP server account required for the deployment
on mobile devices and event notifications, The deployment of the D-Client uses a link sent
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by email from the Management Server. The SMTP Server may have been configured while
running the Startup wizard. If not, configure the SMTP Server from the General Configuration
screen. For more information, see the Administrator Guide.

4.5.1. D-Client deployment with SOTI MobiControl

SOTI MobiControl is a management tool that can deploy D-Clients on all your organization'’s
Android devices. The D-Client deployment process using SOTI MobiControl requires the fol-
lowing:

» Create and place a unique identification file on each mobile device

« Managed Google Play Account

=« Approve the Deep instinct application using SOTI

« FQDN for the Deep Instinct Management Server

« Identification number of the installation token

« Create an App Policy

» Assign the policy to the devices

4.5.1.1. Creating a mobile identification File

Prior to deploying the D-Client with SOTI, a unique identification file must first be created
and placed on each mobile device. The identification file and location must comply with the
following:

« The installation file must be a JSON file.

» It must contain a serial key, also known as the Mobile ID.

Example: "serial™:"21103522509568"

« Filename must be devinfo.json

« The file must be placed at the following location on the mobile device: /sdcard/UPRR/
4.5.1.2. Creating an app policy and assigning devices for D-Client de-
ployment

To create an App Policy and assign devices for deployment:

1. Create and place a unique identification file on each mobile device to be deployed.
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2. Verify that you have a managed Google Play Account and that you know the name of the
account.

3. Verify that the Deep instinct application is approved by SOTI.
4. From the SOTI MobiControl console, open the App Policies list by selecting Policies+Apps.

5. Click NEW APP POLICY . The CREATE APP POLICY dialog appears.

CREATE APP POLICY

Use an App policy to install Apps on your devices. App policies can only be created for a single family at a time. Some
families have additional types.

Please Choose *

- ]
& &
Android «~ Apple > Windows

.i‘-.nci%Enter:'ise
=

6. Click Android+Android Enterprise to create an App Policy for your Android device. The
CREATE APP POLICY screen appears (GENERAL tab).
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3! CREATE APP POLICY @

GENERAL

App Policy Name *

Description

Policy Status n/a

Family W Android Plus

Type ﬁ Android Enterprise
Apps 0

Deployment and installation

APPS

CANCEL

7. Enter the name of the new App Policy and click the APPS tab.

8. Click @ (top right corner of the screen) to add an application.
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SELECT APPS @)

Select the apps that you want to install on devices using the App Policy

Apps

App Source

Bindings

Select

Apps

NAME

Deep Instinct

Managed Google Play ot

(_MANAGED GOOGLE PLAY ) =

VERSION TYPE

3.3.1.500 Mandatory %

SANGEL “

Deployment and installation

9. SeIect|MANAGED GOOGLE PLAY from the App Source dropdown box.

10. Select your Managed Google Play Account from the Select dropdown box.

_@_ TIP

If Deep Instinct is not displayed in the Managed Apps list, click MANAGED GOO-
GLE PLAY and select the Deep Instinct app. Deep Instinct should now be dis-
played in the list.

11. Select the checkbox for Deep Instinct from the list and click & The Advanced Configura-
tion screen opens.
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ADVANCED CONFIGURATIONS @
Configuration Options Specify the configuration options for the application you are adding or editing
App Details Enable Managed App Config ()

Installation Options

Management server address I I

Managed App Config

Installation token

12. Click Managed App Config and perform the following:

a. Enable the Managed App Config by clicking the toggle. The available parameters are
displayed.

b. Enter the FQDN for the Management Server.

c. Enterthe ID of the installation token, as displayed in the Mobile Deployment Resour-
ces screen in the Management Console.

d. Click|SAVE and then click IADD . The Deep instinct app is now displayed in the Apps
list.

13. CIick|SAVE AND ASSIGN to assign this policy to devices. The Assign screen opens.
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Select the devices or device groups this policy will be assigned to. ': & options ."
DEVICES USERS FILTERS
Device Groups jo Devices (1) lofl
@ [¥] My Company DEVICE NAME

[] Management Devices

& l Zebra test device unavailable
z Sales Devices
&)

Warehouse Devices

o Total Devices Targeted © o CANCEL m

14. Select the checkboxes for all the Device Groups and Devices that you want to assign the
new App Policy.

15. CIickIASSIGN to deploy D-Client to all the selected devices. Once the D-Client is installed
on a device, you can see the device in the Device List from the Management Console.

4.5.2. Local deployment for mobile D-Clients

The local deployment of D-Clients on Android, Chrome OS, iOS and iPadOS devices consists of
two phases:

1. Running the Deployment wizard to send an email to each user of Android, Chrome OS, iOS
or iPadOS devices

2. Install the D-Client using the received email.
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@ IMPORTANT

Before you can deploy:

Make sure you have configured your SMTP server account required for the deploy-
ment on mobile devices and event notifications, The deployment of the D-Client uses
a link sent by email from the Management Server. The SMTP Server may have been
configured while running the Startup wizard. If not, configure the SMTP Server from
the General Configuration screen. For more information, see the Administrator Guide.

4.5.2.1. Deployment Wizard

The Deployment Wizard generates a deployment email to the mobile devices which is then
used to install the D-Client.

To run the Deployment wizard:

1. Log in to the Deep Instinct Management Console.

2. Select Settings = Deployment - Chrome OS - Mobile (Android,iOS, and iPadOS devices).

Settings > Deployment

Windows ~ mac0OS  Linux

3. For deployments with MSP support — click the Select Tenant dropdown box and select
the tenant associated with the deployment.

4. Click |Start to start the Deployment wizard. The Settings page of the Deployment Emails
screen appears.
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dep
instinct Settings > Deployment

95 Dashboard

© Monitor

Tenant Tenant_1
[ Policy

Administrator Contact Details
Lo Assets

Name
2, Tenants
Title
i1 Reports
Phone number
& Settings
Email address

URL

Email Message
subject New Mobile Security Solution
Introduction Dear Employee,

As part of our organization's security policy, you are required to install the

Deep Instinct app on your device. This is important to ensure the security
of our organization and its employees from malicious activities.

Cancel

5. For deployments with MSP support — click the Select Tenant dropdown box and select
the tenant associated with the deployment.

6. Enter the administrator’s contact information for the employees to contact, if they have
any questions (e.g., name, title, phone number, email address and URL). Name and email
address are mandatory.

You can add a subject and an introduction message as well.

7. Click [Next and the Create Address List page opens.
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d=ep
Instinct Settings > Deployment

95 Dashboard
@® Monitor
@ Policy
LD Assets
2, Tenants
Wi Reports

8 Settings

Add Email Addresses

Cancel

8. Click|Add Email Addresses to create the list of email addresses for the deployment
emails. The Add Emails dialog box opens.

Add Emails

Manually add email addresses

Create a list of email addresses to deploy D-Client in your organizaiton

Import a list of email addresses from a file

A Browse
The results from the nd the manually added addre ill be displayed ‘

in the email email ad

9. Enter email addresses:

« Manually — type the addresses in the Email Addresses field. Separate each address
with a comma, semicolon or a new line.
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» Import — click|Browse and select a CSV or TXT file that contains a list of addresses.
The selected file must separate each address by a comma, semicolon or a new line.

10. Click |Add . The manually entered addresses and the addresses in the file will be added to

the Deployment Email list. The Deployment Email table is displayed.

The Deployment Email table includes the following information:

» Source — Displays whether the email address was entered manually, or the name of
the file from where the address was imported.

» Line — Displays the line in the imported file from where the address was taken. If you
want to edit the imported address, this will assist you in finding the address.

« Email Address — Displays the the email address to where the deployment email will
be sent.

« Details — Displays whether the address was added or if there is a problem with the
address. The system identifies duplicate and invalid email addresses. These problem
addresses must be resolved to continue. You can edit or remove any address in the list
by right-clicking the address entry and select the appropriate action.

Ev NOTE

To add more addresses, click [Add Email Addresses from the table header.

11. Once you have finalized the email address list, click [Send . A confirmation screen is

displayed to indicate how many emails were sent.

12. Click |Finish .

4.5.2.2. D-Client installation from emails

When an organization deploys D-Client on Chrome OS, Android, iOS and iPadOS devices, an
email is sent out to each user. After the Deployment wizard completes successfully, users
receive this deployment email. Users should follow this email to install D-Client. For more
information, see the following sections:

Email Installation for Android Devices

Alternative Installation for Android Devices

Email Installation for Chrome OS Devices

Installation Prerequisite using Chrome OS Built-In Email App

Email Installation for iOS and iPadOS Devices
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» Alternative Installation for iOS and iPadOS Devices

Email installation for Android devices

The email installation is the recommended method to install Deep Instinct D-Client on your
Android device. However, if your device cannot receive emails or has limitations that prevent
the installation by email, use the alternative installation.

Once users have received an installation email on their Android device, they can proceed to
install Deep Instinct as follows:

1. Open the installation email on the Android device and read the email.

d=ep
Instnct

New Maobile Security Solution

mployee, As part of the organization's security policy, you are required

1 &pp on your mobile device lo ensure the securiy

tion and its employees from malicious activiles,

To proceed, please open this email on your mobile device and tap on

"Get App”
GET APP

0 get and activate the app in your Android device

2. Tap Get App in the email to download and install Deep Instinct D-Client from Google Play.
The Deep Instinct Agent installation screen opens.
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1619 MO a2 » & T Gl 36%=

¢ Q

Deep Instinct
Deep Instinct LTD

5.0 % ¥ 3 1K+
17 reviews 14 MB PEGI3 ® Downloac

About this app -

Deep Learning cybersecurity platform for
zero-time mobile threat prevention

Business
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3. Tap INSTALL to install D-Client. A screen opens to indicate that Deep Instinct was installed.

& B B = il 100% 0 16:45

< Google Play Qi

Deep Instinct
Deep Instinct LTD

Business

UNINSTALL | CONTINUE

Related to this app

e

Power :  Virus Cleaner %  Virus Cleaner
Security - A... 2019: Scan ... & Phone Cl...

6.9 MB 8.4 MB 9.3 MB

You might also like MORE
}" -

‘@ ¢

Quarry: ¢ Mirror: Real = Multi :
Airdrops, Cr... Mirror Clinometer
14 MR 2 A KB AN AR

4. Tap CONTINUE to start D-Client. A screen opens to allow access to the privacy policy and
to activate D-Client.
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d=ep
Instinct

Hello

Get Started

This app is only for employees of
organization i p Instinct, and it
requires an activation

Jeep Instinct's

Deployment and installation

5. Tap Get Started. Deep Instinct D-Client is activated and scans your device.

6. In order to protect your device, specific permissions must be enabled. The order of the
permission requests and some of the permissions, vary based on the operating system on

your device.

7. Allow Usage Access to monitor malicious activities from other apps.
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Usage Access

Allow Deep Instinct usage access to ensure we
can monitor other apps for malicious activities.

Allow Usage Access

8. Tap Allow Usage Access and the Apps with usage access screen appears.

Apps with usage access

C‘]Ear Clear Data
& off

‘=i Deep Instinct
- off

I

Google Play services
4 On

Google Play Store
- on

9. Tap Deep Instinct and the Usage access screen appears.
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<  Usage access

! Deep Instinct

Permit usage access

Usage access allows an app to track what other apps you're
using and how often, as well as your carrier, language
settings, and other details.

10. Tap the switch to permit usage access for Deep Instinct.

11. Enable Battery Optimizations permission to ensure continuous protection of your device.

Battery Optimizations

While Deep Instinct is designed to optimize
battery consumption, this permission needs
to be allowed to ensure that Deep Instinct
continues to protect your device in the
background.

Allow Battery Optimization
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12. To allow the Deep Instinct app to stay connected in the background, tap Allow Battery
Optimization. A message appears.

Ignore battery optimizations?
Let app Deep Instinct stay connected
in the background? This may use
more battery.

NO YES

13. Tap Yes to allow the Deep Instinct app to stay connected.

14. For Android 10 — enable Appear on Top permission to display messages on top of apps
when a malicious app is detected.

Appear on Top

Allow Deep Instinct to display messages on top
of apps to inform you when a malicious app is
detected.

Allow Appear on Top

15. Tap Allow Appear on Top and the Appear on top appears.
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< Appear on top

@ Deep Instinct

Allow permission

16. Tap the switch to allow this permission.

17. Once your device is scanned and no malicious file is detected, Deep Instinct informs you
that no threats were found.
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Protection Enabled

Scan Device

) :=|

Status Overview

Alternative installation for Android devices

When an email installation cannot be performed on an Android device, there is an alternative
method to install the Deep Instinct using a QR Code. The email must first be sent to another
device. Once received, the user can proceed to install Deep Instinct as follows:

1. Go to Google Play and open the Deep Instinct app.
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1619 MO » N Gl 36%8
< Q
4 Deep Instinct
L)
=3 Deep Instinct LTD
5.0% 3] 1K+
17 reviews 14 MB PEGI 3 ® Downloac

Install

About this app >

Deep Learning cybersecurity platform for
zero-time mobile threat prevention

Business

2. Tap Install to install D-Client. A screen opens to indicate that Deep Instinct was installed.

Deep Instinct™ Deployment and Installation Guide 141



d:.- 1 H
dp Deployment and installation

Hep F .l 1002l 16:45
< Google Play Q
Deep Instinct
o=
Deep Instinct LTD
Business

UNINSTALL CONTINUE

Related to this app
2019

Power i Virus Cleaner : Virus Cleaner
Security - A... 2019: Scan ... & Phone Cl...
6.9 MB 8.4MB 9.3 MB
You might also like MORE

}' »

‘Q—/

Quarry: i Mirror:Real i Multi ¢ Busir
Airdrops, Cr... Mirror Clinometer Card
1A MR 7 A MR AN MR 11 M

3. Tap Open to start D-Client. A screen opens to allow access to the privacy policy and to
activate D-Client.
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Instinct

Hello

Get Started

This app is only for employees of
organizations using Deep Instinct, and it
requires an activation

4. Tap Get Started and the App permissions screen opens.

& App permissions @
Deep Instinct

= Camera

Deployment and installation
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5. To use the QR Code to enter the information, tap the switch to permit camera usage. The
QR Code Scanning screen opens and perform the following:

d=ep
Instinct

Please scan the QR code in your email
to activate the app

a. Open the Installation email on another device.

b. With the camera on your Android device, scan the QR Code in the email.

6. To activate D-Client using your activation credentials, tap Enter your activation credentials.
The Activation screen opens and perform the following:
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Ask your administrator for the activation
s and tap Activate

— Installation toke

Activate

a. Enter the Management server address and Installation token.

b. Tap|Activate .

7. Inorder to protect your device, specific permissions must be enabled. The order of the
permission requests and some of the permissions, varies based on the operating system
on your device.

8. Allow Usage Access to monitor malicious activities from other apps.
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Usage Access

Allow Deep Instinct usage access to ensure we
can monitor other apps for malicious activities.

Allow Usage Access

9. Tap] Allow Usage Access and the Apps with usage access screen appears.

Apps with usage access

qf"‘" Clear Data
: Off

— = Deep Instinct
- off

I

Google Play services
. On

Google Play Store
On

10. Tap Deep Instinct and the Usage access screen opens.
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¢  Usage access

! Deep Instinct

Permit usage access

Usage access allows an app to track what other apps you're
using and how often, as well as your carrier, language
settings, and other details.

11. Tap the switch to permit usage access for Deep Instinct.

12. Enable Battery Optimizations permission to ensure continuous protection of your device.

Battery Optimizations

While Deep Instinct is designed to optimize
battery consumption, this permission needs
to be allowed to ensure that Deep Instinct
continues to protect your device in the
background.

Allow Battery Optimization
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13. To allow the Deep Instinct app to stay connected in the background, tap Allow Battery
Optimization. A message appears.

Ignore battery optimizations?
Let app Deep Instinct stay connected
in the background? This may use
more battery.

NO YES

14. Tap Yes to allow the Deep Instinct app to stay connected.

15. In Android 10, enable Appear on Top permission to display messages on top of apps
when a malicious app is detected.

Appear on Top

Allow Deep Instinct to display messages on top
of apps to inform you when a malicious app is
detected.

Allow Appear on Top

16. Tap ]Allow Appear on Top and the Appear on top appears.
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< Appear on top

@ Deep Instinct

Allow permission

17. Tap the switch to allow this permission.

Once your device is scanned and no malicious file is detected, Deep Instinct informs you that
no threats were found.
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Protection Enabled

Scan Device

=

Overview

Email installation for Chrome OS devices

The email installation is the preferred method to install Deep Instinct D-Client on your Chrome
OS device. If an email app has been installed (such as Gmail) in addition to the built-in app,
use the installed email app to open the installation email. If the built-in email app will be used,
a setting must be changed in this app prior to opening the email, as described in “Installation
prerequisite using Chrome OS built-in email app”.

Once users have received an installation email on their device, they can proceed to install
Deep Instinct as follows:

1. If an email app has been installed on the Chrome OS device, open the installation email on
the device using the installed app. If the built-in email app will be used, follow the steps in
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d=ep
Instinct

New Maobile Security Solution

To proceed, please open this email on your mobile device and tap on

"Get App"
GET APP

get and activate the app in your Android device

2. Click Click App in the email to download and install Deep Instinct D-Client from Google
Play. The Deep Instinct Agent installation screen opens.
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About this app 2>

Deep Learning cybersecurity platform for
zero-time mobile threat prevention

Business
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3. Click INSTALL to install D-Client. A screen opens to indicate that Deep Instinct was instal-
led.

L B B = il 100% M 16:45

< Google Play Qi

Deep Instinct
Deep Instinct LTD
Business

‘ UNINSTALL I CONTINUE

Related to this app

Power i Virus Cleaner : \Virus Cleaner
Security - A... 2019: Scan ... & Phone Cl...
6.9 MB 8.4 MB 9.3 MB
You might also like MORE
Yin
9
D as
—
Quarry: i Mirror:Real  §  Multi i Busir
Airdrops, Cr... Mirror Clinometer Card
14 MR DA MR AN kAR 11 kA

4. Click CONTINUE to start D-Client. A screen opens to allow access to the privacy policy and
to activate D-Client.
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d=ep
Instinct

By clicking the "Get Started” button y e to Deep Instinct’s Privacy Policy

5. Click Get Started. Deep Instinct D-Client is activated and scans your device.

6. In order to protect your device, specific permissions must be enabled. The order of the
permission requests and some of the permissions, vary based on the operating system on
your device.

7. Allow Usage Access to monitor malicious activities from other apps.
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monitor other

8. Click Allow Usage Access and the Apps with usage access screen appears.

Apps with usage access g
Clear Data
& off

= Deep Instinct
= off

Google Play services
@ On

Google Play Store
- on
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9. C(lick Deep Instinct and the Usage access screen appears.

<  Usage access

=& Deep Instinct

Permit usage access

Usage access allows an app to track what other apps you're
using and how often, as well as your carrier, language
settings, and other details.

10. Enable Permit usage access for Deep Instinct.
11. Click Allow Battery Optimization to ensure continuous protection of your device.

12. To allow the Deep Instinct app to stay connected in the background, tap Allow Battery
Optimization. A message appears.

Ignore battery optimizations?
Let app Deep Instinct stay connected
in the background? This may use
more battery.

NO YES

13. Click Yes to allow the Deep Instinct app to stay connected.

14. For Android 10 — enable Appear on Top permission to display messages on top of apps
when a malicious app is detected.
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Appear on Top

15. Click Allow Appear on Top and the Appear on top appears.

< Appear on top

@ Deep Instinct

Allow permission
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16. Enable the Allow Permission option.

17. Once your device is scanned and no malicious file is detected, Deep Instinct informs you
that no threats were found.

Instinct

e Status
v B Overview
i Apps
) Compliance

= Network

@ About

Protection Enabled

Scan Device

Installation prerequisite using Chrome OS built-in email app

If the built-in email app will be used to install Deep Instinct D-Client on your Chrome OS
device, a setting must be changed in this app prior to opening the installation email. Change
the Chrome OS setting, as follows:

1. Go to Settings.
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ré default X A

GENERAL > APPS & NOTIFICATIONS

Default apps

GENERAL > LANGUAGE & INPUT > SPELLING CORRECTION

Default spell checker

GENERAL > RESTART & RESET

Factory data reset
Delete all data and restore default settings

G default defaults defaulted &

q1 W2 ei r4 tS y6 u? iE 09 pD
asdf gh j kI
4 z x¢cvbnm®®

7123 ° @ English . B
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2. Search and go to “Default apps”.

ré Default apps h

Assist & voice input

Browser app
Chrome

Home app
Home

Phone app

Contacts

Message app
Messages

App links

DEFAULT FOR WORK

Browser app
Chrome

d O O

3. Click App links.
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4. Click Google Play services.

r. A

Launch by default

% Google Play services @
version 20.15.16 (100400-309763488)

APP LINKS

Open supported links
Ask Every Time

Supported links
Open fir-auth-gms.firebaseapp.com and related URLs

OTHER DEFAULTS

No defaults set
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5. Click Open supported links.

Open supported links

© Openinthis app

() Ask Every Time

() Don't open in this app

CANCEL

6. Select Open in this app.

To continue installing Deep Instinct D-Client on your Chrome OS device, following the steps in
Email Installation for Chrome OS Devices.
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Instinct

Email installation for iOS and iPadOS devices

Deployment and installation

Once users have received an installation email on their iOS or iPadOS device, they can pro-

ceed to install D-Client as follows:

1. Open the installation email on the iOS or iPadOS device and read the email.

d=ep
Instinct

New Mobile Security

Solution

Dear Employee, As part of the
organization’s security policy, you
are required to install the Deep
Instinct app on your mobile device
to ensure the security of the
organization and its employees
from malicious activities.

To proceed, please open this email
on your mobile device and tap on
‘Get App’ below.

GET APP

If you do not have access to this
account on your mobile device,
forward this email to an account
that can be opened on your mobile
device.
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2. Tap Get App in the email to download and install Deep Instinct D-Client from App Store.
The Deep Instinct Agent installation screen opens.

7@ @ 0@ @ O W4 24%08

< Q

.| DeeplInstinct
=- Deep Instinct LTD

Business

INSTALL

4.7 % & 3] 50

13 reviews 49MB PEGI3 ® Down

Instinctive Reat time mahware.

Zero day attack prevention detection & protection

Instinctive real-time threat detection & prevention
for enterprises

READ MORE

Deployment and installation
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3. Tap GET to install D-Client. A screen opens to indicate that Deep Instinct was installed.

2 % .l 100% M 16:45

< Google Play Q

| Deep Ipstlnct
\dl Deep Instinct LTD

U

Business

UNINSTALL CONTINUE

Related to this app

O

Power i Virus Cleaner : Virus Cleaner &
Security - A... 2019: Scan ... & Phone Cl...
6.9 MB 8.4MB 9.3MB
You might also like MORE
)\ .
/
N
€
Quarry: ¢ Mirror:Real  Multi :  Busit
Airdrops, Cr... Mirror Clinometer Card

14 MR 2 A MR AN MR 11 M

Tap OPEN to start D-Client. A notification message appears.

"Deep Instinct” Would Like to

Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow Allow
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To allow the Deep Instinct app to display security notifications, tap Allow. A screen opens to
allow access to the privacy policy and to activate D-Client.

Hello

Get Started

organizatio
requires an activation

By clicking Get Started e eing to Deep Instinct's

Tap Get Started. Deep Instinct is activated and scans your device.

Once your device is scanned and no problems were detected, Deep Instinct informs you that
your device is secure.
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Threats

No issues found

Activity

- SSL MitM attack stopped
15 February 2022

a Deep Instinct configuration updated

Deployment and installation
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Alternative installation for iOS and iPadOS devices

When an email installation cannot be performed on an iOS and iPadOS device, there is an
alternative method to install the Deep Instinct using a QR Code. The email must first be sent
to another device. Once received, the user can proceed to install Deep Instinct as follows:

1. Go to App Store and open the Deep Instinct app.

1619 MO e N Gl 36%8

< Q

8 Deep Instinct
L)
- Deep Instinct LTD

5.0% 3] 1K+
17 reviews 14 MB PEGI 3 ® Downloac

Install

About this app >

Deep Learning cybersecurity platform for
zero-time mobile threat prevention

Business
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Instinct

2. Tap GET to install D-Client. A screen opens to indicate that Deep Instinct was installed.

[V 2 = .l 100% M 16:45

< Google Play Q

#= Deep Instinct
- - .
- Deep Instinct LTD

Business

UNINSTALL CONTINUE

Related to this app

Power i VirusCleaner : VirusCleaner :
Security - A... 2019: Scan ... & Phone Cl...

6.9 MB 8.4 MB 9.3MB

You might also like MORE

Quarry: : Mirror: Real ¢ Multi ¢ Busir
Airdrops, Cr... Mirror Clinometer Card
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3. Tap OPEN to start D-Client. A notification message appears.

"Deep Instinct” Would Like to

Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow Allow
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4. To allow the Deep Instinct app to display security notifications, tap Allow. A screen opens
to allow access to the privacy policy and to activate D-Client.

Hello

Get Started

requires an activation

By clicking Get Started you are agreeing to Deep Instinct's
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5. Tap Get Started and the App permissions screen opens.

Deep Instinct

Camera .

% Siri & Search

& N_-:ztifications

s Background App Refresh

s Cellular Data .

& Language
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Instinct

6. To use the QR Code to enter the information, tap the switch to permit camera usage. The
QR Code Scanning screen opens.

Please scan the QR code in your email
to activate the app

&, 7

ith the QR code?
Ask your admin ctivati edentials.
En 5

Perform the following:

a. Open the Installation email on another device.

b. Then with the camera on your iOS or iPad device, scan the QR Code in the email.

7. To activate D-Client using your activation credentials, tap Enter your activation credentials.
The Activation screen opens and perform the following:
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Ask your administrator for the activation
credentials and tap Activate

Activate

8. Enter the Management server address and Installation token.
9. Tap Activate. Deep Instinct is activated and scans your device.

10. Once your device is scanned and no problems were detected, Deep Instinct informs you
that your device is secure.
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Threats

No issues found

Activity

. SSL MitM attack stopped

o)

15 February 2022

a Deep Instinct configuration updated

4.6. Application Security deployment

Application Security runs as a containerized application where you are provided with a Docker
image used for deploying the application. We support two options for deploying with a Docker
image:

Application Security deployment with a standard OS image
Application Security deployment with your organization's OS image of CentOS 7.9 or RHEL 7.9
Before you deploy:

1. Define General Configuration settings and your Application Security policies. For more
information, see the Administrator Guide.

2. Verify that your Docker Host and Docker containers comply with the requirements listed in
“Application Security” requirements.

3. Acquire the relevant Application Security package file from Deep Instinct Support.
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4.6.1. Application Security deployment using a prede-
fFined Docker image

This procedure describes the process of deploying Application Security using a predefined
Docker image supplied by Deep Instinct. This image includes a standard OS image.

To deploy and run Application Security:

1. Verify that the Docker host and Docker containers meets all of the requirements listed in
“Application Security” requirements.

2. Verify that the Firewall rules are set to meet the requirements described in Prepare Your
Network.

3. Acquire the relevant package from Deep Instinct Support.
4. Open a Terminal window.
5. Change the current directory to the folder where the package is located.

6. Load the Docker image using the package. At the command prompt, type the following
command:

docker load -i <package>
Where: <package> = File name of the package acquired from Deep Instinct Support.

7. After the image is loaded, display the list of images to verify that the image is in the
docker. At the command prompt, type the following command: docker images

8. Using the image ID, assign the tag name "application security" to this image. At the com-
mand prompt, type the following command:

docker image tag <image id> agentless
Where: <image id> = Image ID for the newly loaded image

9. Verify that the image now has the name "agentless". The name should be displayed in
the Repository column of the Image List. At the command prompt, type the following
command to display the image list:

docker images

10. Run a Docker container from the image. At the command prompt, type the following
command:

docker run -e APPLIANCE_URL=<server address> -e TOKEN=<token> [-e
PROXY_URL=<proxy url>:<proxy port>] [-e NO_SSL=true] [-e CERT=<base64 _cert>; -e
PRIVATE_KEY=<base64_key>] -p <service port>:5000 agentless
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Command
Parameter

Description

Deployment and installation

Comments

<server FQDN for the Management N/C
address> Server (D-Appliance)
<token> ID of the installation to- N/C
ken, as displayed in the
Linux Deployment Resour-
ces screen.
PROXY URL Enables the use of a net- Optional
work proxy server, using
the specified settings of
the proxy server URL and
port number.
<proxy URL for the proxy server, in- N/C
url> cluding the scheme.
<proxy Port number to access the « Optional — only relevant with
port> proxy server. REST APl integration
« Do notuse with CERT or PRI-
VATE KEY
NO SSL When set to "true", no Optional — only relevant with REST
SLL certificate is required API integration
and all REST API requests
to the container must use
HTTP protocol.
CERT and Enables the use of your Do not use with NO_SsSL
PRI- X.509 certificate, using the
VATE KRY specified information of

your certificate and private
key.

<basebd ce Single line base64 encoded N/C
rt> string of the certificate file.
<base64 ke Single line base64 encoded N/C
y> string of the private key

associated with the certifi-
cate.
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Command
Parameter

Description

Deployment and installation

Comments

API:

<1344>

OR

<443>

<service Port number used for inte- Typically, ICAP uses port number

port> gration using ICAP or REST 1344 and REST API port number 443.
API.

<Exposed Port number used for inte- Typically, ICAP uses port number

port> gration using ICAP or REST 1344 and REST API port number 443.

NUM_THREAD
S_PER_WORK

Used for configuring the
number of Gunicorn (Py-

= Applies to REST integration only

ER_THREADING =
true when thread-
ing is disabled

= DISABLE WORK-
FER_THREADING =
false when thread-
ing is enabled

ER: thon web server) threads « Optional — can be manually add-
for the worker processes ed to the command
handling the REST API re-
quests: = Default (without this parameter)
= 4*number of CPUs
NUM THREADS PER WORK-
ER = 4*Number of CPUs « Used for optimizing the use of
system CPU resources
= Cannot be used with “DIs-
ABLE_WORKER THREADING" pa-
rameter.
DISA- Disables the worker thread- =« Applies to REST integration only
BLE WORK- ing:
ER_THREAD- = Optional — can be manually add-
ING » DISABLE_WORK- ed to the command

« Cannot be used with
“NUM_THREADS_PER_WORKER"
parameter

Deep Instinct™ Deployment and Installation Guide

177




d=ep
Instinct

Command
Parameter

Description

Deployment and installation

Comments

NUM_WORK-
ERS:

Enables configuring the
number of workers

=« Applies to REST integration only

=« Optional — can be manually add-
ed to the command

=« Default (without this parameter)
= 4*number of cores

11. Display the list of containers to verify that the container is running. At the command
prompt, type the following command:

docker ps

12. Verify that your container is displayed in the Device List of the Management Console.
The container ID displayed in the Container List should be displayed in the Management
Console. For more information, see the Administrator Guide.

13. Once your container is registered with the Management Server and the configurations
files have been downloaded, you can proceed to send files for scanning.

Ev NOTE

For information on integration using ICAP or REST API, see Application Security
Integration.

4.6.2. Application Security deployment using a cus-
tomized Docker image

This procedure describes the process of deploying Application Security by creating a custom-
ized Docker image with your organization's OS image of CentOS 7.9 or RHEL 7.9.

To deploy and run Application Security:

1.

Verify that the Docker host and Docker containers meets all of the requirements listed in
Client System Requirements.

Verify that the Firewall rules are set to meet the requirements described in Prepare Your

Network.

Acquire the relevant package from Deep Instinct Support.

Open a Terminal window.
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5. Change the current directory to the folder where the package is located.

6. Create a new directory to unpack the package. At the command prompt, type the follow-
ing command:

mkdir dipa-pkg
7. Unpack the package. At the command prompt, type the following command:
tar -xzvf <package> --directory dipa-pkg
Where: <package> = File name of the package acquired from Deep Instinct Support.

8. Change the current directory to the folder where the package was unpacked. At the
command prompt, type the following command:

cd dipa-pkg
9. Customize the Dockerfile, to use your organization's OS image of CentOS 7.9 or RHEL 7.9.

10. Build the customized Docker image. At the command prompt, type the following com-
mand:

docker build -t agentless --network=none

11. After the image is built, display the list of images to verify that the image is in the docker
and it has the name "agentless". The name should be displayed in the Repository column
of the Image List. At the command prompt, type the following command to display the
image list:

docker images

12. Run a Docker container from the image. At the command prompt, type the following
command:

docker run -e APPLIANCE URL=<server address> -e TOKEN=<token>

[-e PROXY URL=<proxy url>:<proxy port>;] [-e NO SSL=true] [-e
CERT=<baset4 cert> -e PRIVATE KEY=<base64 key>] -p <service port>:5000
agentless
Where:

Command Description Comments

Parameter

<server FQDN for the Management N/C

address> Server (D-Appliance)
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Command
Parameter

Description

Deployment and installation

Comments

<token> ID of the installation to- N/C
ken, as displayed in the
Linux Deployment Resour-
ces screen.
PROXY URL Enables the use of a net- Optional
work proxy server, using
the specified settings of
the proxy server URL and
port number.
<pProxy URL for the proxy server, in- N/C
url> cluding the scheme.
<proxy Port number to access the « Optional — only relevant with
port> proxy server. REST API integration
= Do not use with CERT or PRI-
VATE KEY
NO SSL When set to "true", no Optional — only relevant with REST
SLL certificate is required APl integration
and all REST API requests
to the container must use
HTTP protocol.
CERT and Enables the use of your Do not use with NO_SsSL
PRI- X.509 certificate, using the
VATE KRY specified information of

your certificate and private
key.

<base64 ce Single line base64 encoded N/C
rt> string of the certificate file.
<base64 ke Single line base64 encoded N/C
y> string of the private key
associated with the certifi-
cate.
<service Port number used for inte- Typically, ICAP uses port number
port> gration using ICAP or REST 1344 and REST API port number 443.

API.
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Command Description Comments
Parameter
<Exposed Port number used for inte- Typically, ICAP uses port number
port> gration using ICAP or REST 1344 and REST API port number 443.
API:
<1344>
OR
<443>
NUM_THREAD Used for configuring the = Applies to REST integration only
S_PER_WORK number of Gunicorn (Py-
ER: thon web server) threads « Optional — can be manually add-
for the worker processes ed to the command
handling the REST API re-
quests: = Default (without this parameter)
= 4*number of CPUs

NUM THREADS PER WORK-
ER = 4*Number of CPUs « Used for optimizing the use of
system CPU resources

= Cannot be used with “DIs-
ABLE_WORKER THREADING" pa-

rameter.
DISA- Disables the worker thread- « Applies to REST integration only
BLE WORK- ing:
ER THREAD- « Optional — can be manually add-
ING » DISABLE_WORK- ed to the command
ER_THREADING =
true when thread- « Cannot be used with
ing is disabled “NUM_THREADS_PER_WORKER"
parameter

= DISABLE WORK-
FER_THREADING =
false when thread-
ing is enabled
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Command
Parameter

Description

Deployment and installation

Comments

NUM_WORK-
ERS:

Enables configuring the
number of workers

=« Applies to REST integration only

=« Optional — can be manually add-
ed to the command

=« Default (without this parameter)

= 4*number of cores

13. Display the list of containers to verify that the container is running. At the command
prompt, type the following command:

docker ps

14. Verify that your container is displayed in the Device List of the Management Console.
The container ID displayed in the Container List should be displayed in the Management
Console. For more information, see the Administrator Guide.

15. Once your container is registered with the D-Appliance and the configurations files have
been downloaded, you can proceed to send files for scanning.

E‘—& NOTE

For information on integration using ICAP or REST API, see Application Security
Integration.
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5. Post-installation

Now that you have completed the deployment process, you may want to proceed with the
following procedures:

“Deployment monitoring”
“Application Security integration” with REST/ICAP

« “Client deployment validation”

5.1. Deployment monitoring

The Device List can be used to monitor the deployment and installation progress in your
organization. It displays the deployment status for each device and your total license usage.
For more information, see the Administrator Guide.

5.2. Application Security integration

Deep Instinct™ Prevention for Applications supports two main integration scenarios for con-
figuring the Scan API:

“Integration using ICAP" — uses ICAP for gateway protection (prevention and detection)

“Integration using REST API” — uses REST API for application protection (detection)

5.2.1. Integration using ICAP

Access the Deep Instinct ICAP service using the following URL: ICAP://<Agentless IP>:1344/
classify

ICAP server supports the following requests:

» Options - This request specifies which ICAP services are supported.

@ NOTE

Currently support is for RESPMOD only. Application Security returns a header
called 'Methods', with a single value 'RESPMOD".

» RESPMOD - Application Security receives the file buffer and analyses its content.
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Response

» In case of a benign file — no modifications will occur.

Post-installation

» In case of a malicious file — the following fields are sent along with a 403 http status code:

Header Name

X-Blocked-Reason

Description

Contains the blocking reason of the
content

€]

X-Blocked-Reason:
Infected

X-Virus-ID

Contains a short description of the
threat that was found in the content.
If multiple threats were found, only
the first one is returned.

X-Virus-ID: Mal-
ware

X-Infection-Found

Contains the description of the
threat that was found in the content.
If multiple threats were found, only
the first one is returned.

The value is a semicolon separated
list with three parameters.

Type:

0: Infection was found.

2: Container violation was found.
Resolution:

0: Suspicious content was not re-
paired.

Threat: Threat name

X-Infection-Found:
Type=0; Resolu-
tion=0; Threat=EI-
CAR Test String

X-Infection-Found:
Type=2; Resolu-
tion=0; Threat=En-
crypted Archive;

ber&gt;-ProblemID

X-Violations-Count Contains the number of the reported 0
violations

X-Violation&lt;num- Name of the Ffile that was blocked eicar.zip

ber&gt;-FileName

X-Violation&lt;num- A name describing the threat Malware

ber&gt;-ThreatName

X-Violation&lt;num- Currently 0 returned for all threats 0
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Header Name Description Example

X-Violation&lt;num- 0: File was not repaired

ber&gt;-ResolutionID
1: File was repaired

2: Violating part was removed

5.2.2. Integration using REST API

File scan requests are sent via REST API requests to Application Security application and the
response consists of pulled data related to the verdict.

Post to the Scanner URL

The URL structure required for sending requests to the Scanner is based on the Application
Security deployment and whether the content encoding of the files in the REST API is defined
with or without base64 encoding.

Sending files in base64 mode:

When sending the file with base64 encoding, enter the file in the request body and use one of
the following URLs:

= Application Security with enabled SSL option:
https://<Application Security Container IP>:443/scan/base64
= Application Security with disabled SSL option (NO_SSL=true):

http://<Application Security Container IP>:443/scan/base64

Sending files in binary mode:

When sending the files in binary mode (without base64 encoding), enter the file in the request
body of the APl request and use one of the following URLs:

= Application Security with enabled SSL option:

https://<Agentless IP>:443/scan/binary

= Application Security with disabled SSL option (NO_SSL=true):

http://<Agentless IP>:443/scan/binary

Headers

The Post request should include the following header:
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Content-Type: application/octet-stream

Example:

curl -k https:
-H

-binary

Where:

Entry Description

https://localhost/scan/binary

0 Copy code

URL to which the request
is sent

-H "Content-Type: applica-
tion/octet-stream

Header for Content-Type

--data-binary (@eicar.exe

Sends the binary data (i.e.,
contents of the 'eicar.exe’
file) in the request body

Post-installation

When the scan is completed, you will receive a JSON response with the scan verdict. See “REST

AP| scan responses”.

Deep Instinct™ Deployment and Installation Guide

186



doe Iy .
|n}5lt)|nct Post-installation

5.2.2.1. REST API scan responses

Field Descrip- Example Value Comments
tion

verdict File scan Malicious In case the ver-
verdict dictis a failure ver-

dict (Unsupported,
Timeout, Classifica-
tion Failed) some
fields, like severity,
file_type, scan_du-
ration, may not be
available.

Supported values:
« Malicious
= Benign

« Unsupported
File Type

« Unsupported
File Size

» Classification
Failed

= Timeout

sub- Local time 1589284291800 N/C
mit time in milli- on the Ap-
seconds plication
Security
Connector
when the
request
was sub-
mitted
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Field

Descrip-
tion

Example Value

Post-installation

Comments

severity Threat se- VERY_HIGH Possible values:
verity
= VERY_LOW
This is not
included » LOW
in the re-
sponse For = MODERATE
benign
files. « HIGH
= VERY_HIGH
scan_dura- Timein 17159
tion in microsec- microsec-
onds onds to
complete
the classi-
fication
malware family Deep Clas- BACKDOOR Possible values:
sification
of the File. « RANSOMWARE
If multiple
EXiSt, the ] BACKDOOR
primary is
returned. = DROPPER
This is not = PUA
included
in the re- = SPYWARE
sponse for
non-PE or = VIRUS
benign = WORM
files.
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Field Descrip- Example Value Comments
tion

file type File for- PE64FileType Possible values:
mat of the
scanned « Other
file

= Macho32File-
Type

= Macho64File-
Type

= MachoFATFile-
Type

« XarFileType

« TarFileType

« PDFFileType

« DMGFileType

=« RTFFileType

« TTFFileType

« OTFFileType

« OfficeFileType
« ZipFileType

=« SevenZipFile-
Type

= EICARType

= RARFileType

« PE32FileType
« PEG64FileType
=« PEFileType

=« SWFFileType

=« TIFFFileType
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Descrip- Example Value Comments

tion

« JarFileType
« OOXMLFileType
» OLEINOOXMLFi-
leType
« GzipFileType
file size in bytes Size of the 2465280
scanned
File
file hash Sha256 11acded2db9cf70590
hash of
cious/
scanned 1f8182Ff3eebcd5baldb
File 41d531cal3cef5fe2
scan guid Unique 1589284291800.0352
identifier
for this
scan
container hash If the 1eOfaca8e6847e1b0fe
scanned
file is a 7c2a7131254027cc38
container 9 bE9 "
(like zip), €8489840bf9e5355ef3
hash of b00c836b
the con-
tainer,
and not
the mali-
cious file
event description An explan- Office file identified as
ation of malicious
the event
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Field Descrip- Example Value Comments
tion
additional of- List of val- {"vba": 1, When the value is
fice_data ues for 1, the document
different swf": 0, contains the fol-
compo- Y N lowing:
. load_external_object":
the docu- 0, - VBA: VBA mac-
ment. "dde": 0 ro
1 means " =« SWEF: Adobe
the docu- RETEETCE 6, Flash object
mentcon-  "activex": 0}
tains this = Reference to an
compo- external object
nent (RELS)

« DDE object

=« XL4 macros (old
type of macros)

« Embedded Ac-
tiveX object

Example 5. Example response for a malicious PE file:
{"submit time in milliseconds": 1658926425556,
"scan guid": "1658926425556.0800",

"file type": "PE32FileType",

"file size in bytes": 261120,

"file hash":
"7127eb5elbblaa5ff98d4eb56380627aa81b5f6d3b6£854242d6£02d2cd636cc",

"scan duration in microseconds": 13564,

"verdict": "Malicious",

"severity": "VERY HIGH",

"malware family": "BACKDOOR",

"event description": "File identified as backdoor"}
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Example 6. Example response for a malicious non-PE file:
{"submit time in milliseconds": 1658926494264,

"scan guid": "1658926494264.0912",

"file type": "OFFICEFileType",

"file size in bytes": 30008687,

"file hash": "37dldfad-
balbb526cbedalbc57bal78£25f20e18ebad38b6d96361b337a30ee7c",

"scan duration in microseconds": 38,

"additional office data": {

"vba": 1,

"swf": O,

"load external object": O,

"dde": 0,

"x14 macros": 0O,

"activex": 0},

"verdict": "Malicious",

"severity": "HIGH",

"event description": "Office file identified as malicious"}

5.3. Client deployment validation

Once D-Clients have been deployed in your organization, the Management Console Device
List screen displays the progress of the deployments and installations on your devices. Once
you have deployed to several devices, we recommend to go to the Device List to confirm
deployment, by tracking device registrations.

The D-Client Console for Windows and macOS also displays the progress of the installation, as
well as the status of the D-Client. The messages are as follows:

« Setup in progress — Configuration files have not been downloaded completely.
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Full scan in progress — D-Client is installed and performing the initial full scan. After the
initial full scan is completed, the message changes to Protection enabled.

Protection enabled — D-Client is installed and protecting the device, even when offline.
Protection disabled — D-Client is installed, and protection has been disabled.

Device isolated from network — D-Client is installed, but the device has been isolated
from the network by the administrator.

Offline — Device is currently not connected with the D-Appliance.
Online — Device is connected with the D-Appliance.

Setup error — An error has occurred during the setup.

5.3.1. EICAR test

After installing the D-Client on a Windows or macOS device, it is recommended to test that
the software was installed properly. A safe way to test the D-Client is by simulating a virus
on the device. To simulate a virus, use the test file from the European Institute for Computer
Antivirus Research (EICAR). This file is not malicious, but should be detected as a malware
when the D-Client has been installed successfully.

There are two methods to acquire a test file:

Download a test file from EICAR. A test file can be downloaded from the EICAR website at
https://www.eicar.org.

Create a test file, as follows:

1. Using a simple text editor, open a new file, and type or copy the following:
X50!'P%@AP[4\PZX54(PA)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*
Note that the third character is the capital letter "O" and not the zero digit.

2. Save the file (with any name). The file name is not relevant.

Once this file has been downloaded or created, Deep Instinct will identify the test file as
malicious and an event is created in the Management Console. This confirms that D-Client has
been installed and is communicating with the D-Appliance.

Deep Instinct™ Deployment and Installation Guide 193


https://www.eicar.org/

d:.: . . . .
dp Uninstalling D-Client

6. Uninstalling D-Client

When a device is no longer relevant to your organization (e.g, deactivated) the D-Client may be
uninstalled from the device. You can uninstall the D-Client from the Management Console or
from the devices either using a deployment tool or manually:

» “Uninstalling D-Client from the Management Console”

« “Uninstalling D-Client from the device”

Once the D-Client has been uninstalled, the following occurs:

= As the default, uninstalled devices are not displayed in the Device List. However, the Device
List can display these devices, by displaying devices with an Uninstalled status.

=  On Windows and macOS devices, the D-Client is uninstalled.

= When the Android D-Client is remotely uninstalled using the Management Console, the
D-Client returns to a pre-registration state.

« The license is released, and the number of used licenses decreases accordingly. This can
be viewed from the License Usage screen.

6.1. Uninstalling D-Client from the Manage-
ment Console

The Management Console includes an Uninstall feature that allows the removal of the D-Cli-
ent remotely from any device with which it is currently communicating.

To uninstall the D-Client from a device, using a single entry:
1. Select Assets = Device List Device List from the Management Console Navigation pane.

2. Right-click the device, on which the D-Client is installed and then select Uninstall D-Client.
A confirmation dialog appears.dialog box opens to confirm your request.
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Uninstall D-Client

> you want to uninstall the D-Client from the following

Uninstall

3. Click Uninstall. The Deployment Status for the device changes to Pending Uninstall and
the device is instructed to uninstall the D-Client. After the D-Client is uninstalled, the status
changes to Uninstalled.

To uninstall the D-Client from several devices, using multiple entries:

1. Device List from the Management Console Navigation pane.Assets = Device ListSelect
Select Devices > Device List from the left pane to open the Device List.

dp
instinct Assets > Device List

9§ Dashboard .
(2324 items) License Usage X B m &
® Monitor -
Edit ta
Device Name Deployment Status Connectivity Status  License Status Deployment Status Last Up...  Platform i iress Device Group

[ Policy Collect logs

LD Assets > Isolate devices

et Deployed Successfully Online Activated 12/07/2022 13:16:08 Windows 3423 Disable D-Clients
2, Tenants

Deployed Successfully Online Activated 12/07/2022 13:15:19 Windows 3.423 Uninstall D-Clients
Wi Reports

Deployed Successfully Online Activated 09/12/2022 09:57:14 Windows 34229
$ s Deployed Successfully Online Activated 12/18/202213:16:18 macos 342.146
Deployed Successfully Online Activated 12/18/2022 13:53:05 macos 34.2.146
Deployed Successfully Online Activated 12/18/2022 13:09:12 macos 342144
Deployed Successfully Online Activated 12/15/2022 09:53:18 Windows 34235
Online Activated 12/06/2022 20:22:25 Windows 34235
Deployed Successfully Online Activated 12/07/2022 15:45:04 Windows 34235
Deployed Successfully Online Activated 12/07/2022 16:17:22 Windows 34235
Deployed Successfully Online Activated 12/18/2022 13:23:03 macos 34.2.144
Deployed Successfully Online Activated 12/18/2022 12:17:58 Application Security  3.4.2.205p
Deployed Successfully Online Activated 12/12/2022 12:07:07 Windows 34235
Pending Uninstall Online Activated 11/21/2022 14:18:20 Windows Servers 34230
Deployed Successfully Online Activated 12/18/2022 13:53:02 macos 342144
Deployed Successfully Online Activated 12/07/2022 16:31:14 Windows 34235
Deployed Successfully Online Activated 12/18/2022 13:22:10 macos 34.2.146
Online Activated 11/24/2022 11:24:11 Windows 34234

Deployed Successfully Online Activated 12/11/2022 11:00:44 Application Security ~ 3.4.2.204p

2. Select the devices for which you want to uninstall the D-Client. The Actions lcon  ctions ~ |
appears in the header of the table.

3. Click [ASEEN (appears on the top-right above the table) and select Uninstall D-Client. A
confirmation dialog appears.
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Uninstall D-Clients

Are you sure you want to uninstall the D-Client from 2 selected devices?

Cancel Uninstall

4. Click | Uninstall . The Deployment Status for each device changes to Pending Uninstall
and each device is instructed to uninstall the D-Client. After the D-Client has been unin-
stalled, the status changes to Uninstalled for each device.

6.2. Uninstalling D-Client from the device
6.2.1. Uninstall Windows D-Client

The process to uninstall D-Client from Windows devices can be performed locally, or remotely
using a Windows deployment tool. The options are as follows:

Remote uninstall from the Management Console
Remote uninstall using SCCM
Remote uninstall using GPO

Manual uninstall

6.2.1.1. Uninstall D-Clients with SCCM

System Center Configuration Manager (SCCM) is a Microsoft management tool that can be
used to uninstall D-Clients on multiple Windows devices. The following procedure is based on
using SCCM 2012.

The D-Client uninstall process using SCCM requires the following:

» Deep Instinct Windows EXE installation file. File may be downloaded from the Windows
Deployment Resources screen.

» Create a package to uninstall D-Clients

» Deploy the D-Client uninstall package

Creating a Package to Uninstall D-Clients

To create a package to uninstall D-Clients:
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1. Download the installation file from the Windows Deployment Resources screen.

2. Save the installation file to a location where all the organization’s Windows devices have
access.

3. Start Microsoft System Center Configuration Manager.
4. Inthe Configuration Manager console, click Software Library.
5. Inthe Software Library workspace, expand Application Management.

6. Right-click Packages and click Create Package. The Create Package and Program Wizard
opens. Perform the following:

Software Library <

[

4 *ﬁ Owverview —
4[] Application Management
[£5] Applications
Packages

E Approval Requests
[ Global Conditions

# App-V Virtual Environments

% Windows Sideloading Keys

= Application Management Policies
4 | | Software Updates

i:‘z All Software Updates

-,:E Software Update Groups
[} Deployment Packages

[Z* Automatic Deolovment Rules

#" Assets and Compliance

ﬁ Software Library
. Monitoring

r Administration
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ol Create Package and Program Wizard -
gﬂ Package
Specify information about this package
Program Type
Standard Program
Requirerents Enter a name and other details for the new package. To take full advantage of new features that include the
5 Application Catalog, use an application instead.
urmmary
Progress
ComEE MName: Deepinstinct3. 0(Uninstally
Description: ~
w
Manufacturer: | Deeplnstinct
Lorgage Versin
This package contains source files
Source folder:
|\\servemame\sharename\path | | Browse. .

et

a. Enter the name of the package.

b. As an option, enter the description, manufacturer, language, and/or version of the
package. It is recommended to enter the version number for version control.

c. Select This package contains source files.

d. Click | Browse . Go to the folder where the installation file is located and select the
folder.

e. Click|Next .
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? Program Type

Package

Program Type
Standard Program
Requirements

Summary

Progress

Completion

Uninstalling D-Client

Choose the program type that you want to create

(@) Standard program
Create a program for a client computer.

O Program for device

Create a program for a device.

) Do not create a program

Create a package. but do not create a program. You can use the Create Program Wizard to add a program later.

| < Previous || Next = || Summary || Cancel

7. Select Standard program in the left pane. Click and perform the following:
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al Create Package and Program Wizard -
gg Standard Program
packags Specify information about this standard program
Program Type
Standard Program
Requirements MName: | Deeplnstinet3.0(Uninstall} |
S Command line: [Installer.exe /x PASSWORD1! | [ Browse.. |
Progress )
Completion Startup folder: | |
Run: | Normal e |
Program can run: |Onh.r when a useris logged on w |
Run mode: | Run with administrative rights W |

[] Allow users to view and interact with the program installation

Drive mode: | Runs with UMC name hd |

[ | (25

a. Enter the name of the D-Client installation file.
b. Type the following command in the Command line:
<installation file> /x <password>

Where:

« <installation file> = File name for the appropriate installation file. To enter the
path and file name, click Browse and select the file from the folder.

» <password> = Uninstall password, as defined in the relevant Windows Device pol-
icy. if the Windows devices were never in communications with the D-Appliance,
the defined Uninstall password was not received and the initial Uninstall password
must be used. For the initial password, please contact Deep Instinct Support.

For example: [installer.exe /xPASSWORD!

c. Change Run Mode to Run with administrative rights and click | Next .
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? Requirements

Package

Specify the requirements for this standard program

Program Type
Standard Program
Requirements

[ Bun ancther program first
Summary

Package: |
Progress

. Program:
Completion |

[ Always run this program first
Platform requirements
(®) Thig program can run on any platform

() This program can run anly on specified platforms

[] Al Windows RT

[] Al Windows RT 8.1

[ All Windows 10 Professional/Enterprise and higher (32-bit)
[ All Windows 10 Professional/Enterprise and higher (64-bit)
[ Al Windows 7 (84-bit)

[] All Windows 8 (54-bit)

[] All Windows 8.1 (64-bit)

[ ] Windows Embedded 8 Industry (64-bit)

[] Windows Embedded 8 Standard (64-bit)

[ Windows Embedded 8.1 Industry {84-bit)

Estimated disk space:
Maximum allowed run time (minutes): | 120

< Previous | | Next =

8. Click and a summary of the package settings are displayed.
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Package Confirm the settings
Program Type

Standard Program

Requirements Details:

Uninstalling D-Client

Summary
b General:

Progress = MName: Deepinstinct3.0(Uninstally

= Descripbon:

Completion = Version: 3.0

= Publisher: Deeplnstinct

= Language: en

= Source files: Y\servemame'sharename\path
= Always obtain files from the source folder

Program Type: Standard Program

Program:
= Name: Deepinstinct3. 0(Uninstall)
= Command line: Installer.exe /x PASSWORD1!
« Startin:
= Run: Normal
= Run mode: Run with administrative rights
= Program can run: Only when a user is logged on
= Drive mode: Runs with UNC name

Requirements:
= Platforms supported: Any
= Maximum allowed runtime(minutes): 120

To change these settings, click Previous. To apply the settings, click Mext.

< Previous | | Mext =

|| Summary ||

9. Click . A progress bar and then a message appears to indicate that the wizard

completed successfully.
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Completion

Package
Program Type

@ The Create Package and Program Wizard completed successfully

Standard Program

Requirements Details:

Summary

Progress o Success: General:

= Mame: Deepinstinct3.0(Uninstally

= Description:

= Version: 3.0

= Publisher: Deeplnstinct

= Language: en

= Source files: Yiservername'sharename\path
= Always obtain files from the source folder

o‘Succms: Frogram Type: Standard Program

0 Success: Program:
= Mame: Deepinstinct3.0(Uninstall)y

= Command line: Installer.exe fx PASSWORD1!

= Startin:

= Run: Normal

= Run mode: Run with administrative rights

= Program can run: Only when a user is logged on
= Drive mode: Runs with UNC name

0‘ Success: Reguirements:
= Platformz supported: Any
= Maximum allowed runtime{minutes): 120

To exit the wizard, click Close.

| < Previous || Next > || Summary || Close

10. Click

and the Deep Instinct package appears in the list of packages.

[ 8] x
W rome | Folder ~ @
ﬂ ﬁ ‘ :@ 25 Manage Access Accounts ¢ ¥ Export * ﬁ E
{ | Create Prestaged Content File 3 Refresh i
Create Create Package Import | Saved Create Deploy Distribute Update Move | SetSecurity = Properties
Package from Definition Searches = Program 7% Delete Content  Distribution Points opes
Create Search Package Deploy Move Classify Properties.
€ - [E v softwarclibay » Ovweniew » Application Management » Packages -2
Software Library < | Packages 5 items
4 & Overview [ Search [%] [ search | Add Criteria =
4 [ Application Management lcon  Name Programs Manufacturer Version Language Package ID
[ Applications 3 Configuration Manager Client Package 0 Microsoft Corpo... DIP0O002
| £ Packages | (0 UserState Migration Tool for Windows 8.1 0 Microsoft Corpo...  6.3.9600,17237 DIP0O0OT
e T DLP 1 ForcePaint en DIPOO0S0
‘ .
[H] Global Conditions 3.0.05un 1 Deeplnstinct 3005 en DIPOO0ST
Il Deeplnstinct3.0(Uninstall’ 1 D i 3.0 DIP00053
88 App-V Virtual Environments L. s ) £8,
25 Manage Access Accounts
T Windows Sideloading Keys b
— - - || Create Prestaged Content File
[ Application Management Policies
- 167 Create Program
» [ Software Updates
. #» Export
» [ Operating Systems
i Refresh F5
7 Delete Delete
Deeplinstinct3.0(Uninstall) Bl Dy v
&k Distribute Content
& Assets and Compliance i B
Package Properties F% Update Distribution Points Related Objects
Software Libra =
ﬁ L Package ID: DIPO00S3 i& Move M Success: [ Cantent Status =
itori M; : D i 9 In Progress: 0
Bl Monitoring Version: 20 @ et Security Seopes M Failed 0
W Unknown:
Language: en
9ue Properties
U Targetea (LAt UpEEte: 3/8/2017 3:00 AM) -
" Summary [Programs | Deployments
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Deploying the D-Client Uninstall Package

To deploy the uninstall package using SCCM:

—_

Start Microsoft System Center Configuration Manager.
2. Inthe Configuration Manager console, click Software Library.
3. Inthe Software Library workspace, expand Application Management.

4. Click Packages . The Packages list appears.

2] Folder Tools System Center Configuration Manager (Connected to DIP - Deepinstinct)

- - x
PR o | Foer ~ @
b Y A 25 Manage Access Accounts ¥ Export X 3 gpe i C
W | ¥y 27 . &2 > &8 & W E
4 | Create Prestaged Content File (3 Refresh o -
Creste Create Package Import | Saved Create Deploy Distribute Update Move | SetSecurity = Properties
Package from Definition Searches ~ Program #< Delete Content  Distribution Paints Scopes
Create Search Package Deployment Move Classify | Properties
S « [ Vv Softwarelibrary » Overview » Application Management » Packages -7
Software Library < | Packages 5 items
4 &0 Overview Search Search | Add Criteria *
4 [ Application Management lcon | Name Frograms Manufacturer Version Language Package ID
[ Applications 1 Configuration Manager Client Package 0 Microsoft Corpa... DIP00DOZ
B B UserState Migration Tool for Windews 8.1 0 Microsoft Corpo...  6.3.9600.17237 DIP0OOOT
ey s 5 oow 1 ForcePoint en DIP00DSD
[ Global Conditions H 2005 1 Deeplnstinet 1005 en DIP00DS1
T . B Deepinstinct3 0Uninstall) 1 Deeplnstinet 10 en DIP000S3
-V Virtual Enviranments
. i 25 Manage Access Accounts
T Windows Sideloading Keys
Y| Create Prestaged Content File
[ Application Management Policies g
Software Updates -8l [f=olietn
- A Export
| Operating Systems "
i Refresh F5
7< Delete Delete
=¥ Depl
Deeplnstinct2.0(Uninstall) skl Jepoy ~
Distribute Content
#& Assets and Compliance i 9_3 -
‘ Package Properties % Update Distribution Points Related Objects
]«% Software Library X e
z Fackage ID: DIP00S3 {5 Move B Success: D & Content Status e
itorit Manufacturer: Deeplnstinct In Progress: 0
Bl Monitoring Version a0 & set Security Scopes = Faied 0
- Uniknovm: 0
[Z]], Administration Langusge: e 5] Properties
———vargeren AT upEaer 3/8/2017 300 AM) o
" Summary [Programs | Deployments
Ready
= - & 91 | = 3:01AM
= >R EA RSN =] BB sy

5. Right-click the Deep Instinct uninstall package and click Deploy. The Deploy Software
Wizard opens.
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$ General

Bevie Specify general information for this deployment
Content
Deployment Settings

Scheduling

User Experience Software: |DBBpl'bstnct3.ﬂ(Unnstal)

Distribution Points Collection: |

Summary
[ Use defautt distribution point groups associated to this collection
Progress

Completion [ Autematically distribute content for dependencies
Comments (optional):

| < Previous || Mext = || Summary ||

6. Click Browse. Select the Device Collection for uninstalling D-Clients and click OK.
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| Device Collections

7. Click

21 Root

Filter....

Name

¥ Al Desktop and Server Clients
& Al Mobile Devices

£ Al Systems

£ Al Unknown Computers
& Deep_Ful

ﬂlDeep _phaseal

ﬁl Deployment_FPhase1
ﬁlDeprrnentJJhase'lb
& DI_Uninstal

¥ Salesforce

E" Test_uninstall

£ Uninstall_1.5.30.0

& Uninstall1.6.A20
ﬁ"Uninstalling_ﬁgem

I:NI==U1==I=LT|§N

and then click Add+Distribution Point and select the distribution points for
the content destination. This is typically the SCCM server.
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g Content

General

Specify the content destination
Deployment Settings
Scheduling

Distribution points or distribution point groups that the content has been distributed to:
User Experience

Distribution Points MName Type

Summary There are ho items ta show in this view.
Progress

Completion

Additional distribution points, distribution point groups, and the distribution point groups that are cumently associated
with collections to distribute content to:

Fiter...

-

Mame Description Associations
SCCM.DEEP Distribution point

| < Previous || Mext = || Summary || Cancel |

8. CIick and make this a required installation, by selecting Required in the Purpose
box.
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g Deployment Settings

Eauzed Specify settings to control how this software is deployed
Content
Deployment Settings

Scheduling

[Instal

User Experience
Distribution Points |F{equired

Summary
Progress
EnpiTion [ Pre-deploy software to the user’s primary device

[] Send wake-up packets

[] Allow clients on a metered Intemet connection to download content after the
installation deadline, which might incur additional costs

| < Previous | | Mext = | | Summary | | Cancel

9. Click and the Scheduling dialog box opens.
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? Scheduling

Eared Specify the schedule for this deployment

Content

Deployment Settings

Scheduling This program will be available as soon as i has been distibuted to the content servers unless it is scheduled fora
User Experience later time below. For required applications, specify the assignment schedule.

Distribution Points

Summary [ Schedule when this deployment will become available:
Progress

[27152017 @~ |[ 443AM ] Outc
[] Schedule when this deployment will expire:
[ 21572017 |[ 4:43 A B OuIc

Completion

Assignment schedule: () [ New. || Edt.

There are no items to show in this view.

Always rerun program

| < Previous || Mest = || Summary ||

10. Select Schedule when this deployment will become available.

11. Click New and the Assignment Schedule dialog box opens.

() Assign to the following schedule:
Occurs on 2/15/2017 4:44 AM

Schedule. ..

(® Assign immediately after this event:

|Fns s00n as possible

12. Select Assign immediately after this event and select As Soon As Possible from the
dropdown box.

Deep Instinct™ Deployment and Installation Guide 209



dagj
|nstp|nct

Uninstalling D-Client

13. Click and As Soon As Possible is added to the assignment schedule.

? Scheduling

General

Content

Deployment Settings
Scheduling
User Experience
Distribution Points

Surmnmary

Progress

Completion

14. Clic and the User Experience dialog box opens.

Specify the schedule for this deployment

This program will be available as soon as it has been distibuted to the content servers unless it is scheduled for a

later time below. For required applications, specify the assignment schedule.

[¥] Schedule when this deployment will become available:
[2182017  [E~|[ 33840 EfOutc
[] Schedule when this deployment will expire:
[ 21672017 |[ 3:38am B O umc

Assignment schedule: |

As soon as possible

Rerun if failed previous attempt

| < Previous ||
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? User Experience

Eared Specify the user experience for the installation of this software on the selected
Content devices
Deployment Settings
Scheduling MNotification settings:
User Experience
SIS [ Allow users to run the program independently of assignments
Distribution Points

Surmmary

Progress
i When the scheduled assignment time is reached, allow the following activities to be peformed outside the
Completion

maintenance window:
[ Software installation
[] System restart if required to complete the installation)
Write filter handling for Windows Embedded devices
[+ Commit changes at deadiine or during a maintenance window (requires restarts)

If this option is not selected, content will be applied on the oveday and committed later.

15. Click and the Distribution Points dialog box opens.
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@ Distribution Points

Favdel Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
Scheduling Select the deployment option to use when a client is connected within a fast (LAN) network boundary.
User Experience
Distribution Points Deployment options:

Summary | Download content from distribution point and run locally v

Progress Select the deployment option to use when a client is within a slow or unreliable networ boundary, or when the client
uses a fallback source location for content.
Completion

Deployment options:
| Download content from distribution point and run locally

[ Mlow clients to share content with other clients on the same subnet
This option allows clients that use Windows BranchCache to download content from on-premises distibution points.

Content downloads from cloud-based distribution points can always be shared by clierts that use Windows
BranchCache.

[] Mllow clients to use a fallback source location for content

16. In both Deployment options lists, select Download Content From Distribution Point And
Run Locally.

17. Click and a summary of the deployment settings are displayed.
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Ep Deploy Software Wizard -
gg Summary
Ceneal Confirm the settings for this new deployment
Content

Deployment Settings

Scheduling Details:

User Experi R
ser Experience General B

Distribution Points « Software: Deeplnstinct3.0{Uninstall)

Collection: Desp_Full [Me!'n ber Count: 48)

« Use default distribution point groups associated to this collection: Disabled

Automatically distnbute content for dependencies: Disabled
Progress
Deployment Settings

= Action: Install

« Purpose: Required

+ Pre-deploy software to the user's primary device: Disabled

+ Send wake-up packets: Disabled

« Allow clients to use 8 metered Internet connection to download content: Disabled

Completion

Scheduling

Schedule when this deployment will become available: 3782017 2:.02 AM
Schedule when this deployment will expire: Dizabled

Assignment schedule: As soon as possible; |4
Rerun behavior: Rerun if failed previous attempt

ser Experience
= Allow users to run the program independently of assignments: Disabled
+ Software installation: Disabled
= System restart (if required to complete the installation): Disabled
+ Allow task sequence to run for client on the Internet: Disabled
» Commit changes at deadline or during a maintenance window (requires restarts): Enabled

To change these settings, click Previous. To apply the settings, click Next.

[ ] (55

18. Click I Next . A progress bar and then a message appears to indicate that the wizard
completed successfully.
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I_',o-

g-)g Completion

General

Content

Deployment Settings
Scheduling
User Experience
Distribution Points

Surmmary

Progress

Deploy Software Wizard

[0} The Deploy Software Wizard completed successfully

Details:

& Syccess: General
+ Software: Deepinstinct3. 0(Uninstally
+ Collection: Deep_Full (Member Count: 48)
+ |Jse default distnbution point greups associated to this colleciion: Disabled

« Automatically distribute content for dependencies: Disabled

L p— Deployment Settings
+ Action: Install
+ Purpose: Required
+ Pre-deploy software to the user's pnmary device: Disabled
+ Send wake-up packets: Disabled
« Allow clients to use a metered Internet connection to download content: Disabled —

{‘ Success: Scheduling
+ Schedule when this deployment will become available: 2/8/2017 3:02 AM
« Schedule when this deployment will expire: Disabled
« Assignment schedule: As soon as possible;
« Rerun behavior: Rerun if failed previous attempt

2 Sucesss: User Expenence
+ Allow users to run the program independently of assignments: Disabled -
Ay i ki il ol

To exit the wizard, click Close.

Close

19. Click |Close to exit the wizard.

6.2.1.2. Uninstall D-Client with GPO

Group Policy Management Console (GPMC) is a Microsoft management tool that can create a
Group Policy Object (GPO) to uninstall D-Clients on your organization’s Windows devices.

The D-Client uninstall process using GPO requires the following;:

» Deep Instinct Windows EXE installation file. File may be downloaded from the from the
Windows Deployment Resources screen.

»« Uninstall batch file for GPO

» Uninstall using GPO

Create an Uninstall Batch File (for GPO only)

Prior to uninstalling the D-Client with a Windows deployment tools, an uninstall batch file
must first be created. The batch file can be created with a text editor, such as Notepad. The
following describes the procedure to create the uninstall batch file.

Deep Instinct™ Deployment and Installation Guide 214



d== . . . .
dp Uninstalling D-Client

To create the uninstall batch file:
1. Save the installation file to a location where all the Windows devices have access.
2. Open the text editor.
3. Type the following command in the first line of the file:
<exe path><installation file> /x <password>

Where:

» <exe path> - Path for the appropriate installation file, where all the Windows devices
have access.

» <installation file> - File name for the appropriate installation file.
» <password> - Uninstall password, as defined in the relevant Windows Device policy. if
the Windows devices were never in communications with the D-Appliance, the defined

Uninstall password was not received and the initial Uninstall password must be used.
For the initial password, please contact Deep Instinct Support.

4. Save the file with the name uninstall.bat.

Example 7. Command example

| uninstall - Notepad = =

Eile Edit Format Wiew Help

‘WtgdclhycompanyiInstaller.exe /x UninstallPasswordl!

« exe path =\\tgc1\company\
« installation file = Installer.exe

» password = UninstallPassword1!

5. Copy the batch file to the same location the installation file was saved and to the location
where the Windows deployment tool has access.

Uninstall D-Clients using GPO

To uninstall D-Clients using GPO:
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1. Create the uninstall batch file.
2. Save the uninstall batch file to the Startup Script folder.

3. Save the EXE and batch files to a location where all the organization’s Windows devices
have access.

4. Log on to the Domain Controller (DC) and start the Microsoft Group Policy Management
Console (GPMCQ).

5. Inthe GPMC tree, right-click the Organization Unit (OU) to which you want to deploy the

D-Client and cIick|Create a GPO in this domain, and Link it here to create a new GPO.
The New GPO dialog box opens.

x|

=

OK Cancel |

6. Type the name of the new GPO and click OK. The new GPO is now added to the list of
Linked Group Policy Objects.

7. Right-click on the new GPO and click I Edit .
8. Inthe GPMC tree, expand Policies and then expand Windows Settings.

9. Click Scripts (Startup/Shutdown) and double-click Startup. The Startup Properties dialog
box opens.
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Scripts | PowerShel Scripts |

=i Startup Scripts for DI deploy

=3

Name

To view the script files stored in this Group Policy Object, press
the button below.

|| Cancel || omy |

10. CIic and the Add a Script dialog box opens.
11. Click |Browse and select the uninstall batch file.

Script Name:
|ur|ir|sta||.bat

Script Parameters:

12. Click to add the script.

13. Click m and exit the Microsoft Group Policy Management Console. The D-Client is de-
ployed on each device when the device restarts.
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14. If you want to uninstall the D-Client immediately from a device, perform the procedure
described in Apply GPO to Deploy D-Client Manually.

6.2.1.3. Manually Uninstall D-Client

The D-Client can also be uninstalled from each Windows device manually. This may be practi-
cal when only a few devices need D-Client to be uninstalled or for unmanaged devices.

To uninstall D-Client from a Windows device:
1. Save the installation file to a location where the Windows device has access.
2. Open the Command Prompt window as an administrator.
3. Atthe command prompt, type the following command:
<exe path><installation file> /x <password>;

Where:

» exe path - Path for the appropriate installation file.
» installation file - File name for the appropriate installation file.

» password - Uninstall password, as defined in the relevant Windows Device policy. if
the Windows device was never in communications with the D-Appliance, the defined
Uninstall password was not received and the initial Uninstall password must be used.
For the initial password, please contact Deep Instinct Support.

Example 8. Uninstall command

C:\Windows\system32> c:\users\administrator\downloads\Installer.exe /x 'Unin-
stallPassword1!

» exe path = c:\users\administrator\downloads\
» installation file = Installer.exe

» password = UninstallPassword1!
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6.2.2. Manually Uninstall macOS D-Client

The D-Client can also be uninstalled from each macOS device manually. This may be practical
when only a few devices need D-Client to be uninstalled.

To uninstall D-Client from a macOS device:
1. Open a Terminal window.
2. Type the following command in the command prompt:
sudo '/Volumes/Deep Instinct/installer.sh' -x '<password>'

Where: password = Uninstall password, as defined in the relevant macOS Policy.
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7. D-Client upgrades

The process to upgrade the D-Client is an automatic process that applies the features availa-
ble for each platform. When a new version of the D-Client becomes available, a notification is
generated. For more information, see the following:

» Upgrading Windows, macOS and Linux D-Clients
» Upgrading D-Client for Windows VDI

« Upgrading Android, Chrome OS, iOS and iPadOS D-Clients

7.1. Upgrading Windows and macOS D-Clients

The upgrade process for Windows and macOS is automatically upgraded based on parameter
Upgrade D-Client automatically in the device policies. It is recommended that you enable
Upgrade D-Client automatically (in the applicable Policy) to take advantage of future enhance-
ments, as they become available.

For macOS upgrades — additional permissions may be required. If required, the Deployment
status for the device changes to Deployed with Warnings, a message also appears on the

macOS device and the Deep Instinct icon is displayed with a yellow indicator, E®. To enable
the missing permissions, follow the instructions in Enable Permissions from D-Client Console.

Ev NOTE

To upgrade macOS D-Clients prior to version 3.4.2, use on of the following methods:
» Upgrade the D-Client by performing a local installation using the CLI
» Upgrade the D-Client by performing a local installation using the Wizard

» Upgrade the D-Client by performing remote installations using Jamf

Using these methods, the installation process recognizes that an existing D-Client is
installed and then performs the appropriate actions.

The list of available D-Client versions are displayed in the Management Console Release
Notes screen. It displays the existing versions and the new version to which each version
can be upgraded. For more information on the Release Notes screen, see the Administrator
Guide.
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7.2. Upgrading D-Client for Windows VDI

The upgrade process of the D-Client for VDI machines with Windows, requires the uninstall
and installation of the D-Client from the Master image. The following procedure assumes the
use of Microsoft Sysprep to assist with generalizing the virtual machine prior to saving the
image.

To upgrade the D-Client on a VDI machine:
1. Boot up the latest master image.

2. Uninstall the D-Client, as follows:

a. Save the installation file to a location where the Windows virtual machine has access.
b. Open the Command Prompt window as an administrator from the virtual machine.
c. Atthe command prompt, type the following command:

<exe path><installation file> /x <password>

Where:

« exe path - Path for the appropriate installation file

« installation file - File name for the appropriate installation file. To enter the file
name, click Browse and select the file from the folder.

« server address - FQDN for the D-Appliance.

» password - Uninstall password, as defined in the relevant Windows Device policy.

@ NOTE

If the Windows device was never in communications with the D-Appliance,
the defined Uninstall password was not received and the initial Uninstall
password must be used. For the initial password, please contact Deep
Instinct Support.

Example 9. Uninstall command

c:\users\administrator\downloads\Installer.exe /xUninstallPass-
wordl!

Where:

= exe path = c:\users\administrator\downloads\
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= installation file = Installer.exe

» password = UninstallPassword1!

D-Client upgrades

3. Install the D-Client using the CLI command on the master image, as follows:

a. Download the new installation file from the Windows Deployment Resources screen.

b. Save the installation file to a location where the Windows virtual machine has access.

c. Openthe Command Prompt window as an administrator from the virtual machine.

d. Atthe command prompt, type the following command:

<exe path><installation file> <server address> /token <installation

token> /vdi

Where:

Command
Parameter

<exe path>

[/tag <tag>]

Description

Path for the appropriate instal-
lation file

[/disabled] [/nfs]

[/np]

Comments

N/C

<installa-
tion file>

File name for the appropriate
installation File.

To enter the file name, click
Browse and select the file
from the folder.

<installa-
tion to-
ken>

ID of the installation token, as
displayed in the Windows De-
ployment Resources screen

When installing in a system
with MSP support, each tenant
has a different installation to-
ken ID. Therefore, each tenant
requires a different master im-
age.
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Command
Parameter

Description

D-Client upgrades

Comments

<tag> Adds a tag associated with the « Optional
deployed VDI machines
« Device Tag must comply to
the following:

»« Maximum character
length =256

= Case sensitive

« Valid characters:

« Letters (a-z, A-2)

= Numbers (0-9)

« Spaces representa-
ble in UTF-8

= Special characters: +
-=._:/@

« Using rules — Device
tags can be used with
rules to automatically
add machines to a De-
vice Group. It can also
be used for selecting
and filtering devices in
the Management Con-
sole. For more informa-
tion, see the Adminis-
trator Guide.

/disabled When /disabledisincluded, Optional
the D-Client is disabled during
the installation. This allows the
administrator to select when
to initially enable the D-Client.

/nfs Starts the D-Client without Optional
performing the initial full scan

/np Enables the use of a network Optional
proxy server using the default
proxy settings
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Command Description Comments

Parameter

/vdi Required for installing the D-
Client on a VDI machine

Example 10. Install on VDI command
c:\users\administrator\downloads\Installer.exe
customer.deepinstinctweb.com /token 12345678 /vdi
Where:

» exe path = c:\users\administrator\downloads\

» installation file = Installer.exe

= Server address = customer.deepinstinctweb.com

= installation token = 12345678

This installation performs specific action that also include unique actions for VDI installa-
tions, as follows:

« Uses a random registration code that is unique for each registration (clones of this
machine will receive a new Device ID).

« Download the configuration file.

» Performs a full scan (unless the /nfs option was used)

Once the above is completed:

» Device ID is removed (this allows regeneration when the clone machines are spun up)
« Network service is disabled (this prevents re-registration)

« Network queues are emptied

4. After the full scan is completed and all that you want is included in the master image, run
sysprep as follows:

a. Openthe Command Prompt window, as an administrator from the virtual machine.

b. Run sysprep. At the command prompt, type the following command:
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C:\Windows\System32\Sysprep\sysprep

The System Preparation Tool window opens.

Systern Preparation Tool 3,14 et

System Preparation Tool (Sysprep) prepares the machine for
hardware independence and deanup.

System Cleanup Action
Enter System Cut-of-Box Experience (O0BE) -

Generalize

Shutdown Options
Shutdown w

Cancel

c. Select Enter System Out-Of-Box Experience (OOBE) from the dropdown box for the
system cleanup action and then select Generalize.

d. Select Shutdown from the dropdown box for the shutdown option.

e. CIick|OK to generalize the machine and shut everything down to make the master
image.

Ev NOTE

Once completed, do not use the master image. Clone the machine to prevent
the services for Deep Instinct do not start again and communicate to the serv-
er. This ensures that a new SID (System ID) is generated each time a machine
is cloned from the template, and no duplicates appear in the Management
Console.
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7.3. Migrating to a new Linux D-Client

To migrate to Linux D-Client version v4.0 from an older version:

1. Uninstall the old version (before running the installer) using one of the following methods:

» “Uninstalling D-Client from the Management Console”

» Manually Uninstall D-Client

2. Install the v4.0 Linux D-Client installer as described in Deployment to Linux Devices

@ IMPORTANT

During the migration process to the new version a new Device ID is created (previous
one is not maintained).

7.4. Upgrading Android, Chrome OS, iOS and
iPadOS D-Clients

All new Android and Chrome OS D-Client versions are placed in the Google Store, and all new
iOS and iPadOS D-Client versions are placed in the App Store. All devices set to automatically
update apps will be updated immediately when a new version is released. All others will need
to update their D-Client from the Google Store or App Store.

To see the progress of the upgrades, display the D-Client Versions on the devices from the
Device List or the Dashboard.

The list of available D-Client versions is displayed in the Release Notes Screen (see the Admin-
istrator Guide for more information).
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8. Troubleshooting options

8.1. Debug log collection

The administrator has an option to collect and download D-Client Debug logs for Deep Instinct
to assist in troubleshooting your devices. Once the Debug log has been downloaded, it can be
viewed by the administrator or sent to Deep Instinct for debugging.

Downloading the debug file can be performed remotely from the Device List or locally from
the device. For more information, see the Administrator Guide.

8.2. Disable/enable D-Client

After the D-Client has been installed, the D-Client may be disabled to eliminate its influence,
while troubleshooting a problem on a Windows or macOS device. This can be performed
remotely from the Device List or locally from the device. Once the problem is resolved, the
D-Client can be enabled again. For more information, see the Administrator Guide.

8.3. Changing the Management Server ad-
dress

The Management Server (D-Appliance) assigned to a D-Client is defined by the Management
Server address. If needed for troubleshooting purposes (such as network connectivity issues)
or server maintenance, you can locally change the assigned Management Server on your
Windows, macOS, or Linux devices.

» “Changing the Management Server address on a Windows device”

“Changing the Management Server address on a macOS device”

» “Changing the Management Server address on a Linux device”

8.3.1. Changing the Management Server address on a
Windows device

To locally change the Management Server (D-Appliance) address on a Windows device
1. Save the installation file to a location where the Windows device has access.

2. Openthe Command Prompt window as an administrator.

Deep Instinct™ Deployment and Installation Guide 227



doe . .
dsep Troubleshooting options

<exe path><installation file> /m <password> <server address> <instal-
lation token>

Where:
» exe path - Path for the installation file

» installation file - File name for the appropriate installation file

» password - Uninstall password, as defined in the relevant Windows Device policy. If
the Windows device was never in communications with the D-Appliance, the defined
Uninstall password was not received and the initial Uninstall password must be used.
For the initial password, please contact Deep Instinct Support.

» server address - FQDN for the Management Server

» installation token - ID of the installation token, as displayed in the Windows
Deployment Resources screen

Example 11. Change Management Server address command

C:\Windows\system32>c:\users\administrator\downloads\Instal-
ler.exe /m UninstallPasswordl! customer.deepinstinctweb.com
12345678

» exe path = c:\users\administrator\downloads\

» installation file =Installer.exe

s« password = UninstallPassword1!

» server address = customer.deepinstinctweb.com

s installation token = 12345678

8.3.2. Changing the Management Server address on a
macOS device

To locally change the D-Appliance address on a macOS device:
1. Download the installation file from the macOS Deployment Resources screen.

2. Save your configured installation DMG file to a location where the macOS devices has
access.
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3. Open a Terminal window.
4. Mount the DMG installation file. At the command prompt, type the following command.
open <path><DMG installation file>

Where:

» <path> = Installation path

= <DMG installation file> = downloaded DMG file name

5. Run the installation file. At the command prompt, type the following command.
sudo '/Volumes/Deep Instinct/installer.sh' -m '<password>'
<server address> <installation token>

Where:

» <password> = Uninstall password, as defined in the relevant macOS Device policy.
If the macOS device was never in communications with the Management Server, the
defined Uninstall password was not received and the initial Uninstall password must
be used. For the initial password, please contact Deep Instinct Support.

« server address = FQDN of the Management Server

» installation token: ID of the installation token, as displayed in the macOS Deployment
Resources screen

« server address = customer.deepinstinctweb.com

=« installation token = 12345678
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Example 12. Change Management Server address command
-m UninstallPassword1! customer.deepinstinctweb.com 12345678
Password:

Macbook-Pro:Desktop user$

Where:

« path =/Users/user/Downloads/

« installation_file = 2.4.0.1_Deeplnstinct_installer.dmg

« password = UninstallPassword1!

» server address = customer.deepinstinctweb.com

« installation token = 12345678

« System without MSP support

8.3.3. Changing the Management Server address on a
Linux device

To locally change the D-Appliance address on a Linux device:

1. Open a Terminal window.

2. Atthe command prompt, type the following command:
sudo /opt/deepinstinct/bin/DeepCLI -m '<password>' <server address>
<installation token>

Where:

« password = Uninstall password, as defined in the relevant Linux Device policy. If the
Linux device was never in communications with the D-Appliance, the defined Uninstall
password was not received and the initial Uninstall password must be used. For the
initial password, please contact Deep Instinct Support.

« server address; FQDN for the Management Server
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» installation token: ID of the installation token, as displayed in the Linux Deployment
Resources screen.
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9. Glossary

APT Advanced Persistent Threat — A sophisticated method of attack used to
avoid detection that leverages the attack to new heights. This method of
attack may also be split into several modules to further avoid detection.
In some cases, it is a targeted attack to a specific entity.

ATA Advanced Threat Analysis — An additional threat analysis that can be
initiated by the administrator on any PE file identified. It produces a
report that displays a wide range of information to assist you in further
analyzing malicious files. The analysis is performed on an isolated virtual
machine and are performed on demand.

Benign A benign software is harmless, which is the opposite of malware.
D-Appliance Management and monitoring server, hosted in the cloud
D-Brain The prediction model (D-Brain) is the result of the deep learning in the

D-Lab, which detects the cyber threats on the devices.

D-Client A lightweight client software installed on the device according to its
platform (Windows, macQS, Linux, Android, Chrome OS, iOS or iPadOS).

Endpoint Computerized equipment that is connecting to an organizational net-
work and functions as part of this network, usually resides in the low end
of the network tree (Smartphone, tablet, PC, laptop, etc.).

FQDN Fully Qualified Domain Name — A complete and unique address for a
specific host or computer. The FQDN usually consists of the hostname
and the domain name (all domain levels).

GPO Group Policy Object — A collection of settings for a defined group of
users that is used with Microsoft’s Group Policy feature. This feature pro-
vides the centralized management and configuration for the Windows
operating systems, applications, and users' settings in an Active Directo-
ry environment.

Malware An abbreviation for malicious software, which is any software/applica-
tion used to disrupt a computer or a mobile device's operation, gather
sensitive information, or gain access to private data.

MSP Managed Service Provider — A service provider that delivers managed
services. The MSP has direct oversight of the organization or system
being managed.
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Term Description

SCCM

System Center Configuration Manager — A systems management soft-
ware product developed by Microsoft for managing large groups of
computers. It provides remote control, patch management, software
distribution, operating system deployment, network access protection
and hardware and software inventory.

uDID

Unique Device Identifier — A unique string assign to each mobile device
that can be used to identify the device.

Zero-Day
Threat

A threat that exploits an unknown computer security vulnerability. It is
known as a "zero-day" because it is not publicly reported or announced
before becoming active, leaving the software's author with zero days in
which to create patches or advise workarounds to mitigate against its
actions.
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